Insurance
remodelled
2018/19 MARKET CONDITIONS & TRENDS

50 predictions

User guide

In-depth analysis

Developments

Guide to the buttons
Go to main contents page

This interactive PDF allows you to find information
and navigate around this report more easily.

Search this PDF
Open a print-friendly PDF

Click on the ‘Search this PDF’ icon to directly find
the issue or topic of your choice.

Go to previous page
Go to next page
Return to last page visited

Links
The DAC Beachcroft LLP Insurance Market Conditions &
Trends report is provided for information only and no liability
is accepted for errors of fact or opinion it may contain.
Professional advice should always be obtained before applying
the information to particular circumstances. The information
in this report is correct as at July 2018.
The copyright in this report is retained by DAC Beachcroft LLP.
© DAC Beachcroft 2018
Marketing services provided by Grist.
www.gristonline.com

The Contents page is fully dynamic, as are the indexes in the
Developments section. Clicking on these will take you directly
to the relevant entry. All other dynamic links within the text are
underlined. Partner names and photos link to their full profiles.

Full screen mode

The PDF is set up to view in full screen mode. To turn this off, for
example to zoom in or to print, press Esc, and the full toolbar is
revealed. To return to full screen mode, press Ctrl+L.

Tabs

Clicking on one of the tabs at the top right of each page will take
you to the start of that section.

Insurance Market Conditions & Trends 2018/19

2

50 predictions

In-depth analysis

Developments

Contents
4
5

Reimagining general insurance
A strategic view of the extent and scope of the
changes that will transform the market, developed in
conversation with Helen Faulkner and Wendy Hopkins.

50 predictions

9

In-depth analysis

Welcome

Constructing predictions about the future
of the insurance market is not for the fainthearted. Our experts have looked ahead at the
opportunities and challenges you may face
and produced 50 focused predictions.

10
12
13
14
16
18
20
22
23
24
26
28
30
32

Property
Product Safety, Liability & Recall
Marine, Aviation & Transport and Energy
Construction & Engineering
Directors’ & Officers’ and Financial Institutions
Cyber & Data Risk
Professional Liability
Medical Malpractice
Reinsurance
International Casualty
Motor
Casualty
Insurance Advisory
Cross Sector Issues

33

Fresh thinking on today’s big issues.
Whether it is new perspectives on
old problems or insights into the new
challenges of technologically driven change,
these three thought leadership pieces will
stimulate discussion and debate.

Developments

46

34 The global supply chain: a thoroughly

47
53
63
68

modern maze
As supply chains become more global, the insurance
industry must be prepared to identify new risks and
deal with the challenges that they bring.

38 Cyber, conflict and cover: time for a
re-think?

In a world of breathtaking change, keeping
abreast of legislative, judicial and other
developments is essential for managing
risk and business planning. Our guide
assembles a concise summary of the key
legal events from the last 12 months.

74

Legislation
Cases
Other developments
Procedure, costs and funding

Key contacts

Cyber warfare is being openly discussed, with both
offensive and defensive cyber capabilities featuring
in national cyber security strategies. This poses
questions about where the boundary lies between
what is insured as a commercial cyber risk and what
is a war or terrorism risk.

42 Natural catastrophes: can the market
withstand the storms?
Climate change and natural catastrophes are
necessitating new approaches to insurance and
reinsurance, posing real challenges to traditional
models.

Insurance Market Conditions & Trends 2018/19

3

50 predictions

In-depth analysis

Developments

Welcome
As the nature of risk continues to transform in this digital age,
insurance must change with it. In this year’s report we reimagine
the insurance market and highlight the opportunities and
challenges it holds.
Building on last year’s InsurTech theme, our predictions provide
fresh developments on the sharing economy, the Internet of
Things, 3D printing, crypto-currencies and autonomous vehicles,
to name but a few. However, with the advance in artificial
intelligence, we must also ensure that we continue to promote
fairness and education to enable individuals to flourish mentally,
emotionally and economically.
In a global market, our thought leadership has an international
focus. We examine increasingly complex global supply chains,
looking at where liabilities arise, how claims are managed and how
insurance can contribute to resilience and business continuity.

We then rethink conflict in the cyber age, with the ‘shrapnel
effect’ of major attacks impacting insureds worldwide that are
not the primary targets. Finally, as natural catastrophes increase in
frequency and scale around the globe, we ask how the insurance
market should respond.
It is thanks to our international network, including our Legalign
Global partners, that we can present a broader picture, working
together to construct a multi-faceted model for the future of
insurance.
As all these changes amass, our index of developments provides
a concise reminder of the key legislative and judicial changes from
the last 12 months.

Helen Faulkner
Head of Insurance
hfaulkner@dacbeachcroft.com

This is the changing face of insurance.

Legalign Global comprises four well-recognised, insurance-focused law firms that are leading brands in their
respective regions. It is uniquely positioned to offer clients unrivalled levels of legal excellence and
uncompromising service. Each of the Legalign Global member firms has built a significant reputation for
delivering high-quality legal services to the insurance industry.
BLD Bach Langheid Dallmayr, a German firm with close associations throughout Europe.
DAC Beachcroft, an international firm with coverage across the UK, Ireland, Spain, Latin America and Asia Pacific.
Wilson Elser, a firm with 34 offices in the US focused on North America and another in London.
Wotton + Kearney, a firm operating in the Asia Pacific region with a focus on Australasia.

Insurance Market Conditions & Trends 2018/19

4

50 predictions

In-depth analysis

Developments

T

he very nature of insurance, its role and its
relationship with society is undergoing a profound
and irreversible transformation. This is not just
about managing change and disruption. It is about
reimagining what insurance is. The industry has to take a step
back and challenge a wide range of assumptions that have
underpinned it for generations. This is not easy when the
bewildering pace of change sweeping through and around
insurance seems relentless, rarely leaving time to reflect on the
impact it is having on a sector vital to all modern economies.
Technology and the changing nature of risk
The biggest drivers of this change are technology and
globalisation, but alongside them is the changing nature of risk.
This ranges from the escalation in terrorist attacks on people
(as opposed to property), the threat of major cyber-attacks
and the impact of climate change on natural catastrophes at
one extreme, to the fragmentation and individualisation of
insurance at the other. Changing lifestyles mean the established
model of annual insurance contracts is no longer relevant to
many people and businesses.

Reimagining
general insurance
A strategic view of the extent and scope of the changes
that will transform the market, developed in
conversation with Helen Faulkner and Wendy Hopkins.

Into this mix must be added the way people communicate
with each other and, in particular, the way they wish to
communicate with the corporate world that provides the
products and services on which modern lifestyles depend.
Communication is mobile, fast-moving and social and is fraught
with awkward contradictions, especially around privacy. People
appear willing to share personal details and yet are increasingly
aware of their privacy rights around where their data goes and
how it is used.
Reimagining insurance
The combination of these powerful forces is doing more than
just reshaping the insurance industry. It is demanding that we
Insurance Market Conditions & Trends 2018/19
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reimagine what insurance is for, what society expects from it
and how it can deliver the promises that lie at its heart. It also
means reimagining the skills insurers and brokers need in order
to flourish in the future and what they will expect of service
providers, including law firms.

Developments

Similar considerations apply with succession planning
– developing the smaller number of highly skilled and
knowledgeable people who will control what the machines do,
add the vital human element and become the next generation
of senior managers shaping the strategy of the industry. In many
professional, technical and customer-facing roles these people
start at a junior level doing routine, even mundane, work and
progress up a career ladder, gaining invaluable experience and
insight along the way. What happens when that work is carried
out using AI? Where does the next generation of human
managers and experts come from and on what should they ‘cut
their teeth’? This is a challenge across the insurance industry and
the professions.

Many of those skills will be transformed – or eliminated – by
artificial intelligence (AI). Roles involving the scrutiny and
processing of data can now be carried out more efficiently using
AI. This includes roles in underwriting and finance, where once
high-level human skills, knowledge and experience were vital.
AI will staff the call centres of the future, interact with
customers, answer their queries, sell them policies and process
their claims. A small number of human customer service staff
will be there for customers with complex needs, but they
will be far, far fewer. To embrace this aspect of the digital
revolution will require investment, but often over-looked is
the fact that it will also require writing off some of the major
investments of the last two decades in call centres, including
the once highly controversial offshoring projects of the
major insurers.
It also brings challenges around business continuity and
succession planning. What happens when the technology
fails, perhaps because of a major cyber-attack? At present, in
most businesses, there are plenty of people available who have
the knowledge, experience and traditional tools to keep the
business running and restore it to its full operational capacity.
These are not IT staff, but people who until recently did the
jobs that the machines are now performing and so know
what to do instinctively when asked to step in. In a decade’s
time that knowledge and expertise will not be so readily
available and companies need to think about how they will
replace them.

In-depth analysis

“There are new partnerships, new
solutions and innovations emerging,
which will require more dynamic
and flexible partnerships between
insurers, businesses, regulators and
governments to ensure they can flourish.”

Transforming risk
The revolution in transport technology is one of the most
obvious areas transforming risk, with active development
towards driverless cars, crewless ships and pilotless planes. As
this revolution gathers pace, risk arising from human error will
be overtaken by risk of product safety defects, software failures
and cyber interventions. This transfer of liability will be felt most
acutely on our roads, where over 90% of accidents are currently
caused by human error. To quote Alex Glassbrook, barrister and
expert in the law relating to autonomous vehicles, the impact
on society of ‘robots on wheels’ will be akin to the advent of
‘horseless carriages’ in the late 19th century.
As automation becomes the norm, eventually leading to
fully autonomous vehicles, the consumer may not see much
change in how insurance works. But behind the scenes it will
be transformed as the fronting insurer seeks to recover from
product software and infrastructure manufacturers and their
insurers when things go wrong. This, in turn, is prompting
manufacturers to seek new ways of mitigating, sharing or
transferring risk. We are already seeing a trend towards retention
Insurance Market Conditions & Trends 2018/19
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“It is all about imagination.Those with
the imagination and courage to apply it
will thrive in the digital age and meet
the challenge of protecting society
against the consequences of risks that
are transforming apace.”

of risk (through captive entities) in a bid to compete for market
share by offering consumers the simplicity of a single price
package for car, maintenance and insurance. Another commercial
imperative is the war for control over personal data, where one
of the key outputs from vehicle automation is the generation of
data about how, when and where vehicles are driven.
Attitudes to car ownership are changing too and automation
will accelerate that trend, especially as we move towards
an era in which ‘driving’ will become a sport relegated to
racing tracks. Even now, Generation X and Millennials do not
have the same desire as previous generations to own or be
responsible for cars. This is linked to a potent mix of other
factors such as greater urbanisation, scarcity of property and
parking space, enhanced environmental awareness and more
flexible lifestyles. The insurance industry needs to respond
to that with affordable, short-term insurance that insures

people’s mobility (for example, through car pools and daily
leasing arrangements) and which is available through the full
range of mobile technologies.

wearing biometric devices that monitor when they are
becoming fatigued or in danger of injury so managers can
intervene before injuries and accidents occur.

That is one of the many implications of what is often termed
the sharing economy. The pay-per-click insurance model that
is emerging in response threatens established distribution
channels dependent on longer-term customer relationships and
the commission they generate.

Connectivity also brings greater interdependency, especially
in complex and extended supply chains. All businesses need a
greater awareness of whom (or what) they depend on and who
depends on them; this helps them to understand fully the risks
to which they are exposed and where their liabilities might lie if
that connectivity fails or is attacked.

The connectivity now prevalent in developed economies is
transforming risk beyond how people buy insurance. The
Internet of Things – devices which interact with humans and
with each other – is at the heart of this for insurers as it opens
up new opportunities for risk mitigation. The monitoring of
pipes for potential water leaks is already helping to reduce
claims. In the US thousands of agricultural workers are now

The risk of cyber-attacks constantly grows with criminals
developing new lines of attack faster than adequate responses
to the existing threats can be devised. With cyber terrorism now
a serious threat and cyber warfare between states a reality, the
need to rethink the scope of cyber risks and how the insurance
industry responds to them has become urgent.
Insurance Market Conditions & Trends 2018/19
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innovators are constantly reinventing the relationship insurers
have with their customers. There are new partnerships, new
solutions and innovations emerging, which will require more
dynamic and flexible partnerships between insurers, businesses,
regulators and governments to ensure they can flourish.
Commerce is, after all, driven by consumer forces.
In the reimagined insurance industry the boundaries between
private and public will become intertwined, much as they have
already with pooling arrangements for some risks and with
the emergence of parametric insurance for some previously
uninsured catastrophe risks. It will also require regulators to
move at a pace that supports and does not inhibit the industry
in responding to the changes in how society wants to buy
insurance and interact with the industry.

Terrorism and malicious acts have not just inevitably found an
outlet in the digital world but are changing their nature in the
physical world too. Previous manifestations of terrorism, especially
in the UK, have largely been focused on property. By the 1990s,
that caused sufficient strain on the insurance industry that Pool
Re had to be set up with the Government standing behind it
as reinsurer of last resort. Present day terrorism has changed its
focus from causing property damage to causing human casualties
and business disruption. This fundamentally changes the
insurance risk. The Government has recognised this in its recent
commitment to amend the 1993 Reinsurance (Acts of Terrorism)
Act to enable Pool Re to extend its cover to include non-damage
business interruption losses resulting from acts of terrorism.

As man-made risks grow rapidly, so do natural catastrophes,
although at their heart may lie another man-made factor
– climate change. As reported by Munich Re, 2017 was
the worst year on record for insured losses through natural
catastrophes, but also one that highlighted the growing
gap between insured and total economic losses. This has
prompted a search for fresh solutions.

Forging this new relationship with society, governments and
regulators will in itself require imagination as the relationships
between states and the private sector are often defined by history
and legacies that are hard to challenge. It is all about imagination.
Those with the imagination and courage to apply it will thrive
in the digital age and meet the challenge of protecting society
against the consequences of risks that are transforming apace.

Helen Faulkner, Head of Insurance, DAC Beachcroft, England
Wendy Hopkins, Partner, DAC Beachcroft, England
Full contact details can be found at the back of the report.

A brave new world
The answer to the changing face of risk does not lie exclusively
in the hands of the insurance industry. New forms of capital
from the InsurTech sector are being attracted into a market
striving to find solutions to providing cover for mega-risks, and
Insurance Market Conditions & Trends 2018/19
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50 predictions
Constructing predictions about the future
of the insurance market is not for the fainthearted. Our experts have looked ahead at
the opportunities and challenges you may
face and produced 50 focused predictions.
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Property
“There are therefore significant growth opportunities for
both the sharing economy and insurers…”

Nick Young

Who should bear the risk in the
sharing economy?

The sharing economy in the UK is predicted to be worth £140
billion by 2025 and with that comes an unrivalled opportunity
for property insurers who can provide truly flexible insurance for
both providers and users of home, office and warehouse sharing.
However, the fragmentation of assets requires a number
of issues to be addressed. The line between personal and
commercial lines begins to blur where personal assets are used
for commercial purposes and liability as between user, platform
and provider continues to be divisive. A report from Lloyd’s in
April 2018 showed that 97% of users surveyed believed that
the sharing platform provides some sort of protection for users
and providers but only 28% had looked in detail. It is also clear
that the overwhelming majority of users and providers would
be more comfortable using or sharing such services if more
insurance was available.
There are therefore significant growth opportunities for both
the sharing economy and insurers, but any insurer entering the
market will require a detailed review of their product design,
underwriting, distribution, pricing and claims handling.

Will new InsurTech developments dilute
liability for leaks?

The question of where liability should rest will again be the focus as
the Internet of Things is introduced into our properties. In last
year’s report we highlighted the benefits of leak detection systems
but the issue now to be considered is whose responsibility it is to
act where a notification is received.
The question of who should be notified and responsible for taking
action will have serious consequences. It could introduce fresh
arguments on causation, absolving manufacturers of liability and
shifting the burden onto the person notified of an imminent leak.
Will that bring into the mix property owners or third-party service
providers, which in some scenarios could even be insurers? It is yet to
be seen to what extent terms and conditions may try to allocate or
limit such liability, although attempts to do so may jar with changing
consumer expectations.
Similar issues will arise where an electrical device malfunctions
and then catches fire or a camera within a building shows a
break-in in progress. The silo mentality in insurance is being
eroded time and again as technology advances. Insurers need to
be ready to advance with it.

Insurance products need to reflect all
possible exposures from terror attacks

The exposure of insurers to terrorism is evolving. Historically the
focus was on first-party risks, but more recent incidents extend
to third-party risks arising principally from personal injuries.
Pool Re’s Terrorism Frequency Report published in April 2018
confirms that casualties have increased and property damage
losses have decreased.
These attacks include the targeting of civilians in crowded
areas rather than the buildings themselves. Such events have
been geographically disparate, with incidents including New
York, Barcelona, London, Manchester, Paris, Nice, Stockholm
and Brussels. This suggests an established trend rather than an
isolated occurrence and is a world away from the IRA bombings
and other historic attacks by terrorists, where property damage
was often the focus.
Insurance products will need to ensure that this is reflected in the
cover they provide. Insureds require protection from claims that
they failed to prevent an attack, perhaps due to inadequate security
measures or evacuation procedures. Such exposures can be fairly
broad-based, from customers, employees and the public, so this
has the potential to impact a wide range of insurance products.
Insurance Market Conditions & Trends 2018/19
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Subrogated recoveries – what has
adjudication got to do with it?

As the courts become busier due to increased caseloads and
limited resources, insurers will have to explore and adopt
alternative means of pursuing recoveries. We predict that insurers
will increasingly explore adjudication as an alternative method of
dispute resolution in the years ahead.
Pursuing a claim through the Technology and Construction
Court can take a number of years from issuing proceedings to
judgment. It can be frustrating for an insurer to be left out of
pocket for this amount of time despite having a strong recovery
claim. For property and construction insurers who have paid out
on losses arising from construction works, adjudication offers a
comparatively quick and cost effective route to achieving their
recovery. Provided the insured has a contractual relationship with
the proposed defendant and the loss arose from a construction
operation, the insurer can refer the matter to adjudication
rather than litigate. A typical adjudication takes 28 days from
commencement of the adjudication to the decision, although this
period can be extended by agreement. Once issued, the decision is
binding and enforceable through the courts.

In-depth analysis

Developments

Key developments
• Counter-Terrorism and Border Security Bill
• Energy Efficiency (Private Rented Property) Regulations 2015
• Haberdashers’ Aske’s Federation Trust Ltd v (1) Lakehouse
Contracts Ltd (2) Cambridge Polymer Roofing Ltd
• MT Højgaard A/S v E.ON Climate & Renewables UK Robin
Rigg East Ltd
• R&S Pilling (t/a Phoenix Engineering) v UK Insurance Ltd
• Ted Baker Plc v AXA Insurance UK Plc
• FCA consultation on SME access to the Financial
Ombudsman Service
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Product Safety, Liability & Recall
“Expect also more formal traceability and tracking near
misses and field quality complaints, often the first seeds
of the need to consider a product recall.”
Wendy Hopkins

3D printing of medical devices will transform
healthcare but give insurers a headache

3D printing, or additive manufacturing, can already produce
custom-made implants and prosthetics, as well as detailed
anatomical models to help clinicians prepare for the most
complex of surgical procedures. Now, the technology could
create tissue and organs as it takes personalised medicine to a
new level.
But the legal issues are untested. What is the product and who
is the manufacturer where a design, computer program, raw
materials and printer may all have been supplied by different
parties? If someone is injured, can the defect that caused the
damage be identified and will the existing tort law framework
be able to respond? The many risks posed by the technology
will need insuring and understanding the issues is the first step
to minimising liability.

New product safety code will ensure greater
consistency and traceability

The new Office for Product Safety and Standards (OPSS)
should provide a focal point for product safety in the UK. It is
not a replacement for the current locally based regulators within
Local Authority Trading Standards departments. With the OPSS’

new Code of Practice for product safety recalls, expect greater
consistency. Although not legally binding, following the Code
offers businesses a clear and tangible way of demonstrating
compliance with product safety legislation. Expect also more
formal traceability and tracking near misses and field quality
complaints, often the first seeds of the need to consider a
product recall. The Code should also see greater predictability
about how regulators will react and encouragement for Primary
Authority relationships.

Key developments
•
•
•
•

Automated and Electric Vehicles Act 2018
Gee and others v Depuy International Ltd
Office for Product Safety and Standards
The global supply chain: a thoroughly modern maze

The Internet of Things should be secure
by design

Cyber security should be provided by design and not be left
to consumers to address. This was a key theme of the March
2018 report, Secure by Design, from the Department for Culture,
Media and Sport. The report also issued a challenge to the
market to solve the risks posed by the Internet of Things.
The Government will be reviewing progress through 2018
and we can expect regulation if progress is not made. The
Government proposes to create incentives for the industry to
improve behaviour along the supply chain. Summer 2018 will
see publication of a Code of Practice to include a compliance
framework with practical measures to improve cyber security
through the product lifecycle.
Insurance Market Conditions & Trends 2018/19
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Marine, Aviation & Transport and Energy
“Expertise in managing ransom crisis
response puts K&R insurers at an
advantage from which they can capitalise
by refocusing their products.”
Anthony Menzies

Toby Vallance

The nature of ransom is changing

Kidnap and Ransom (K&R) insurance proved a perhaps
unexpected source of cover for businesses that fell victim to
last year’s sharp increase in ransomware attacks. As the upward
trend for such cyber-extortion events is predicted to continue,
how will the K&R market respond? While some K&R insurers
will look to introduce deductibles or limit cover, preferring to
leave cover for ransomware attacks to cyber insurers, others
will recognise that their expertise in managing ransom crisis
response puts them at an advantage from which they can
capitalise by refocusing their products. Arguably, the solution
lies in an integrated/hybrid insurance product, but either way,
K&R insurers cannot afford to stand still.

Increasing use of autonomous systems
potentially beneficial to marine insurers

Ship owners are already introducing autonomous systems to pave
the way for crewless vessels. Not only will those systems help vessels
become safer, but the data they produce will allow marine insurers
to manage their risks better. Maersk, working with Sea Machines
Robotics, is testing an artificial intelligence-powered situational
awareness system (similar to advanced driver-assistance systems
found in cars) aboard one of its container ships. The development
of such systems, and the data they produce, is increasing the scope

for telematics in shipping. With companies such as Concirrus and
Windward helping facilitate the processing of this data, marine
insurers can access real-time information about their risks to help
augment both the underwriting and claims processes.

3D printing set to impact marine and energy
markets in numerous ways

Key developments
• Automated and Electric Vehicles Act 2018
• Navigators Insurance Co Ltd v Atlasnavios-Navegacao LDA
• Sea Tank Shipping AS v (1) Vinnlustodin HF (2)
Vatryggingafelag Islands FH

In late 2017, Dutch shipbuilder Damen received class approval
for the world’s first 3D printed ship propeller. As 3D printers
become more sophisticated and quicker, the possibilities for
their use and potential impact will continue to grow. For the
maritime and energy markets, one clear benefit will be in
relation to losses caused by machinery breakdown. Where
previously there may have been a long lead time for repair while
replacement parts were ordered and delivered, onsite 3D
printers could produce suitable, made-to-specification
replacement parts in a matter of hours.
On the negative side, ING has predicted that 3D printing could
cut trade by 40%. With manufacturers able to produce products
locally and cost-efficiently, without the need to ship those same
products from distant shores, ship owners will come under
increasing pressure to shift trading patterns to transporting ore and
essential raw materials for the manufacture of specific products.
Insurance Market Conditions & Trends 2018/19
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Construction & Engineering
“There will be an increase in the construction
industry’s need for risk advice throughout
the Brexit transition and the insurance
market will play a key role in this.”
David Bear

Mark Roach

How will Brexit affect construction
insurance?

The spectre of Brexit has already affected the construction industry.
It presently struggles with a downturn in investment, currency
fluctuation, skills shortages, issues with staff immigration status
and the increased costs of imported materials. Changes to supply
chains and the eventual rules on movement of goods will also affect
project tendering and management.
Contingency planning and review must also include insurance.
Where multi-national projects or international insurance
programmes exist, subscriber passporting and access to the EU
area must be re-considered. Policy definitions and territorial
limits for the cover may be affected. Traditional wordings for
many construction risks will require review. There will be an
increase in the construction industry’s need for risk advice
throughout the Brexit transition and the insurance market will
play a key role in this.

Construction insolvency – the cost
to insurers

UK construction companies in financial distress have doubled
in the past 18 months. Construction insolvencies increased by
73% in the first quarter of 2018. The Carillion collapse is the most
conspicuous but it is just the tip of the iceberg.
The risk for the insurance market is multi-faceted. Performance
bond insurers will see an increased call and project
Construction All Risk and Delay in Start-Up insurers may
face increasing challenges to disentangle ‘damage’ and delay
from endemic insolvency. As design and build contractors
stagger on or fail, an increase in claims will arise against them
or construction professionals for failure to warn, supervise or
intervene. Directors’ & Officers’ notifications will increase. The
legacy will be an increasing number of completed but defective
buildings. Latent defects insurers should increase the vigour of
their pre-inception surveys.

The future is the present for smart
construction insurance

Smart construction and the use of technology are widespread.
In 2016, Building Information Modelling (BIM2) became
mandatory in all public projects placing them entirely in
the cyber 3D realm. The march will continue to BIM3, the
ultimate in multiple build participation and perhaps to smart
construction contracts. But is the industry ready for an allencompassing common data environment, where incorruptible
information is essential? The proliferation of blockchain
database technology is thought by some to be an answer to
information security creating an absolute audit trail of every
construction participant’s contribution.
All classes of construction insurance will be affected by these
present and horizon changes. Insurers should work with
industry players both to devise relevant products and manage
future risk.

Insurance Market Conditions & Trends 2018/19
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Modernise or die – the expansion of off-site
construction

Eighteen months on from the 2016 Government-commissioned
Farmer Review, which warned the construction industry to
“modernise or die” and embrace new building techniques, offsite or modular construction is indeed growing in popularity
as quality, time and labour concerns eclipse more traditional
construction methods.
However, insurers will have concerns about how straightforward
it is to repair defects/damage and the expense of doing so, and
whether errors in design and/or workmanship are replicated
across significant numbers of modules. This may lead to issues
with notification and aggregation. The interplay between
professional indemnity, public liability and product liability
insurances is important: a composite policy from one insurer
may avoid potential gaps in cover but equally prevent
subrogated recoveries.

In-depth analysis

Developments

Key developments
• European Union (Withdrawal) Act 2018
• Haberdashers’ Aske’s Federation Trust Ltd v (1) Lakehouse
Contracts Ltd (2) Cambridge Polymer Roofing Ltd
• MT Højgaard A/S v E.ON Climate & Renewables UK
Robin Rigg East Ltd
• Construction consultations: (1) 2011 Changes to Part 2 of the
Housing Grants, Construction and Regeneration Act 1996 and
(2) Retention payments in the construction industry
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Directors’ & Officers’ and Financial Institutions
“D&O insurers should ensure businesses are
identifying and managing the H&S risks
facing their employees by adopting effective
H&S policies and procedures…”
William Allison

Graham Ludlam

Responsibility for artificial intelligence will
fall on the board

Rapid technological development and artificial intelligence
(AI) mean organisations are modifying their business models
to retain competitive advantage. Innovation, however, brings
new challenges for the board: which AI should be adopted;
what machine-learning algorithms should the AI be taught;
and what liabilities may arise if the technology fails? In
addition, there are ethical considerations such as job losses
within the business. Before introducing AI, directors should
carefully balance the possible savings and efficiencies due to
new technology with the consequential risks and liabilities
that will need to be managed.

Fear of cyber-attacks will increase calls for
response mechanisms

With cyber-attacks becoming increasingly commonplace, the
fear of data theft, business disruption, reputational damage
and regulatory fines is increasing calls for directors and
senior managers to design and implement effective cyber
management systems. Readiness can reduce the likelihood of
a cyber-attack by identifying weaknesses in IT and the supply
chain, contain cyber incidents so normal business activities
can resume swiftly and also minimise the damage, costs
and fines emanating from an incident. With the possibility
of fines of up to the higher of €20 million or 4% of annual
global turnover for the most serious data protection breaches
under the new data protection regime, directors and senior
executives cannot afford to be complacent about the risk of
cyber-attack.

Increased co-operation will bring more
regulatory investigations, prosecutions
and fines

Regulatory bodies will be focusing on increased co-operation
with each other which will result in more effective use of
the limited resources available individually to each regulator.
Regulators are limited in their ability to delegate oversight
responsibilities to ensure compliance with regulatory regimes
so co-operation can only go so far. However, having recently
experienced favourable outcomes to investigations and
enforcement proceedings through greater co-operation
between regulators, across different jurisdictions, regulators
will be seeking to increase levels of co-operation. This will
lead to increased and more effective regulatory action and
ultimately sanctions against individuals.
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Expect growing focus on health and safety
responsibilities of directors and senior
managers

Board decisions that fail to recognise the health and safety
(H&S) and welfare of their organisation’s workforce and others
affected by their activities will leave directors and senior
managers exposed to personal liability, possible director
disqualification and potentially the life-long stigma of a
criminal conviction.

In-depth analysis

Developments

Key developments
•
•
•
•

Financial Guidance and Claims Act 2018
Data Protection Act 2018
Senior Managers and Certification Regime
Bilta (UK) Ltd v RBS; Director of the Serious Fraud Office v
Eurasian Natural Resources Corporation Ltd

With more Health and Safety Executive prosecutions,
successful conviction rates of 93% and average fines of
£126,000 being imposed on companies, the potential impact
of failing to comply with H&S legislation is severe. While
punitive fines will not be covered by D&O or public liability
insurance, the significant defence costs associated with
H&S investigations and liability claims against directors are
usually covered. D&O insurers should ensure businesses are
identifying and managing the H&S risks facing their employees
by adopting effective H&S policies and procedures, overseen
by strong downward leadership.
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Cyber & Data Risk
“Attribution of cyber-attacks is notoriously
difficult, which will challenge the
application of war and terror exclusions.”
Hans Allnutt

Rhiannon Webster

Cumulative legal costs in data theft and
privacy claims will be a significant exposure
for insurers

Litigation and compensation claims following data security
and privacy breaches will ramp up under the General Data
Protection Regulation (GDPR) and the UK’s Data Protection
Act 2018. Publicity surrounding the introduction of the GDPR
and news coverage of recent high-profile data leaks mean
consumers are more aware than previously that they may be
entitled to claim compensation following breaches.
While the quantum of each individual claim is relatively modest,
group actions are increasing and the cumulative exposure to
individual claims can easily run into the millions (as can be seen
in Various Claimants v Wm Morrisons Supermarkets Plc (2017)).
The greatest exposure for both liability and cyber insurers is
likely to be in legal costs, but some comfort may be taken from
the costs judgment in Morrisons, which showed that claimants
must plead arguments in a proportionate and focused way.
Those who indulge in tenuous arguments risk a significant
reduction in their costs recovery.

Cyber-attacks will test war and terror policy
exclusions

It is possible that we could see direct and disrupting cyberattacks on the US or its political allies in the short to medium
term. States’ openness about cyber warfare capabilities have
increased in recent years and it is only natural that certain
countries may want to conduct a limited and deniable show
of force to test the defensive responses. For insurers, this could
manifest itself in systemic business interruption or even physical
damage losses. Attribution of cyber-attacks is notoriously
difficult, which will challenge the application of war and terror
exclusions. This will be particularly difficult for those untargeted
businesses caught in the ‘shrapnel effect’ of major attacks on
larger businesses or national infrastructure.

EU regulators will benchmark GDPR fines

The first financial scalp will likely be taken by a European
regulator for a breach of the GDPR in the first half of 2019,
setting the benchmark for GDPR fines across Europe. The EU’s
Data Protection Board has emphasised the need to apply fines
consistently. The UK’s regulator, the Information Commissioner’s
Office (ICO), is bound to do this until the UK leaves the EU but
we expect the ICO will continue to use EU fines as a benchmark
after this point.
The insurability of such fines is a hot topic for insurers as the
GDPR is silent on this point and member states’ national laws
will differ. Here in the UK, it is not possible to insure against
fines arising out of deliberate wrongdoing, illegality or morally
reprehensible actions on public policy grounds. While the
recoverability of civil fines for data protection breaches has
not been tested, we expect parallels will be drawn with other
UK regulators and punitive fines will not be insurable. In the
absence of clarification in either the GDPR or the UK’s Data
Protection Act 2018, if litigated it may take several years before
a judicial answer is given.
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Cyber modelling will improve with data
and expertise

Cyber modelling will improve with the increase in availability
of empirical data, modelling providers and expertise. Demand
for more accurate modelling is likely to be spurred on by the
Prudential Regulation Authority’s follow-up enquiries to its
Supervisory Statement published in July 2017. The followup enquiries include requests to see evidence that insurers
understand their exposures to affirmative and non-affirmative
cyber losses. This is likely to be accompanied by an expectation
that businesses will have modelled a range of extreme cyber
loss scenarios.

In-depth analysis

Developments

Key developments
• Data Protection Act 2018
• Network and Information Systems Regulations 2018
• Secretary of State for the Home Department v (1) TLU
(2) TLV
• Various Claimants v Wm Morrisons Supermarkets Plc
• Cyber, conflict and cover: time for a rethink?
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Professional Liability
“…if the short-term by-product is downward pressure on
professional pricing structures and service standards, the
whole risk/reward debate may reopen, along with a spike
in customer dissatisfaction.”
Patrick Hill

Turbulent times ahead for property
professionals

The status quo for those operating in the housing sector is set
to change. Many well-known High Street names are in trouble,
sales activity falling due to uncertainties around Brexit and the
wider UK economy. Pipeline predictions show no imminent
recovery. This pressure is aggravated by the emergence of webonly platforms with aggressive pricing and the Government’s
plans for wide-ranging reform of the housing market. With
confidence in automated valuation methods growing, the
perfect storm appears to be brewing. Casualties and market
consolidation appear likely. This presents both opportunities
and challenges for insurers; but if the short-term by-product
is downward pressure on professional pricing structures and
service standards, the whole risk/reward debate may reopen,
along with a spike in customer dissatisfaction.

Accountants will face more regulatory
intervention

Over the last couple of years, the level of fines for misconduct
by accountancy firms has increased manyfold. The focus has
firmly been on the need to deter, which in the case of the
larger firms has meant agreeing on several occasions to sevenfigure fines. Despite this, the Financial Reporting Council (FRC)
is coming under media pressure to do more. Forthcoming
changes to the FRC’s sanctions regime means the FRC can
disregard precedent when setting fines and we predict we shall
see further headline-grabbing fines. Furthermore, following
changes to the FRC’s disciplinary process last year (a breach of
a ‘relevant requirement’, rather than misconduct, now justifies
investigation), the movement remains very much towards
more regulatory intervention.

Claims against technology companies will
continue to rise

In the last few years, we have seen an increase in the frequency
of claims being brought against technology professionals,
and in particular disputes arising from changes in the original
specification to reflect advances in the technology since the
project was originally conceived. In such circumstances, the
client may well look to terminate the contract in favour of
another, more attractive and newer product from another
supplier, or dramatically change the specification, which will
result in delays and cost overruns. Coverage issues relating
to breach of contract exclusions, delay exclusions and fees
counterclaims frequently arise.
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Legal indemnity insurance will become more
popular

With an estimated 20% of residential conveyancing
transactions already involving the purchase of a legal indemnity
policy, we anticipate this percentage will continue its upward
trajectory in the coming year. Developers routinely take out
bespoke policies to deal with defective title issues, absence of
easement for access and/or services and restrictive covenants
that might inhibit development. Policy premiums will almost
always be less than the cost of searches or the time and cost
of traditional due diligence. That and the transfer of risk away
from a firm’s professional indemnity policy mean this is a trend
set to continue.

In-depth analysis

Developments

Key developments
• Financial Guidance and Claims Act 2018
• Dreamvar (UK) Ltd v (1) Mishcon de Reya (2) Mary Monson
Solicitors Ltd; P&P Property Ltd v (1) Owen White & Catlin
LLP (2) Crownvent Ltd
• Tiuta International Ltd (in liquidation) v De Villiers Surveyors
Ltd
• FCA Business Plan 2018/19
• FCA consultation on SME access to the Financial
Ombudsman Service
• Solicitors Regulation Authority consultation – Protecting the
users of legal services

Insurance Market Conditions & Trends 2018/19

21

50 predictions

In-depth analysis

Developments

Medical Malpractice
“Technology in the form of tablet apps will also become
more widely used to document a patient’s consent, which
poses a bigger risk than ever for clinicians.”
Simon Perkins

Care will be needed in using technology for
obtaining consent

The increased use of technology in the delivery of healthcare
continues to amaze. Ground-breaking eye implants, noninvasive heart surgery, microneedle vaccine patches (no
injections) and artificial wombs are just some of the
technological advances already in use. Technology in the form
of tablet apps will also become more widely used to document
a patient’s consent, which poses a bigger risk than ever for
clinicians. While the use of technology will help to eliminate
documentary disputes, providers will still need to retain
evidence that a patient is made aware of all ‘material’ risks, and
whether the patient might attach significance to such risks.

Increased Government scrutiny will help
protect the public

and arrangements for medical indemnity cover for clinicians
in this area. The inquiry will be particularly important for all
independent providers and UK medical malpractice insurers.

Cost of medical malpractice claims will fall

Key developments
• Civil Liability Bill
• Razumas v Ministry of Justice
• Thefaut v Johnston

Government activity will also continue to focus
on, and implement, measures aimed at reducing the costs
associated with medical malpractice claims. Reform of the
calculation of the discount rate through the Civil Liability Bill,
relevant for any personal injury claims involving future loss, will
lessen the impact brought about by the reduction to minus
0.75%. Separately, the next step towards the introduction of
fixed recoverable costs in clinical negligence has been the
establishment of a Civil Justice Council working group to
recommend procedural improvements and a fixed costs regime
for claims up to £25,000.

We expect increased Government activity and public
protection scrutiny to guard against the risks to the public
from ‘rogue’ surgeons. Jeremy Hunt, while Secretary of State
for Health and Social Care, wrote to a number of private
and independent hospitals on the issue of patient safety and
increased governance procedures. In addition, an independent
non-statutory public inquiry has been established to look into
responsibility for the quality of care in the independent sector
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Reinsurance
“…as crypto-currencies mature and become an everyday
part of commercial life, they may offer real benefits to the
reinsurance market.”
Julian Miller

Is there a role for crypto-currency in
reinsurance?

The hallmarks of crypto-currencies since their emergence in
2009 have been a high degree of volatility, with wild swings
in value sometimes on a daily basis, and the proliferation
of different currency units. At the time of writing, there are
approximately 1,560 currencies being traded. A further hallmark
has been the emphasis on speculative investment rather
than function.
Reinsurance potentially lends itself to a dedicated cryptocurrency. This would be used in a closed system accessible only to
brokers, insurers and reinsurers. Given the low cost and high speed
of transmission, plus the elimination of exchange rate losses, this
is potentially attractive. To be taken up, there would need to be a
currency with a stable value and the market would need to agree
upon a single currency (or a very select number). This may be
a little way off but as crypto-currencies mature and become an
everyday part of commercial life, they may offer real benefits to
the reinsurance market.

Natural catastrophes will provide key
coverage decisions for the reinsurance market

In recent years, more decisions in property coverage cases have
been handed down in New Zealand than in the UK. This trend
is now slowing as the remaining appeals in New Zealand are
resolved. The slack may be taken up as the hurricane losses of
2017 start to come to a head, to the extent that English law
governs the reinsurance claims.
A recurrent theme in English law is where there are two
proximate concurrent causes of a loss (for example, hurricane
and flood). As a general rule, if one cause is covered, and one
is excluded, the loss is not covered. If one cause is insured,
and another is not insured, the loss is covered. In some cases,
this can produce unexpected results and it can be hard to
determine whether the losses are concurrent or successive
(for example, a hurricane followed by flood). Claims handlers
should be vigilant to the relevance of these principles and any
challenges to their application.

Reinsurance will play a vital role in managing
cyber exposures

The Lloyd’s Market Association report, Cyber Risks and Exposures
(January 2018), highlighted three concerns for underwriters:
frequency of losses, severity of losses and systemic losses. These all
lie at the heart of reinsurance and this must be a strong signal that
reinsurance has an important role in managing cyber risk.
This role has not yet been widely recognised, with relatively little
take-up of stand-alone cyber reinsurance. This may take time to
progress, given the relatively slow take-up of stand-alone cyber
insurance outside the US market. While there were significant cyber
incidents in 2017, such as WannaCry and NotPetya, it appears that
it may still take a widespread catastrophic loss to jolt the market
forward. The Prudential Regulation Authority has been actively
highlighting the importance of managing cyber risk and views
insurance as part of a package of measures needed to manage this
exposure. We view reinsurance in much the same terms.

Key developments
• Counter-Terrorism and Border Security Bill
• Cyber, conflict and cover: time for a re-think?
• Natural catastrophes: can the market withstand the storms?
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International Casualty
“We can expect group litigation to increase, particularly as
technology gives rise to new types of claim…and makes it
easier for claimants to be located and bring proceedings.”
Mark Kendall

Class actions continue to gather pace outside
the US

We can expect group litigation to increase, particularly as
technology gives rise to new types of claim (for example against
social media organisations) and makes it easier for claimants to
be located and bring proceedings.
2018 has been an eventful year for class actions, both in the
well-trodden US courts and elsewhere in the world. The
opioid litigation is gathering pace with a large number of
pharmaceutical companies, distributors and pharmacies now
targeted in litigation across the US, including a securities class
action. In April 2018, a Californian court approved a class action
against Facebook concerning the use of facial recognition
software, certifying a group of Facebook users as claimants.
In South Africa, the courts have embraced the US-style ‘optout’ system. In May 2016, the High Court of South Africa
approved the certification of two classes of claimant in the
silicosis class action proceedings – both the mineworkers
and their dependants. The case was settled in May 2018,
culminating in a global settlement of approximately US$400
million. Richard Spoor is now pursuing a class action against
Tiger Foods, following the listeriosis outbreak during 2017 and

2018. Approximately 1,000 people have contracted the bacteria,
with at least 200 deaths (including unborn foetuses).
In the UK, group litigation has been brought in the English
courts against Volkswagen (VW) on behalf of at least 45,000
motorists, following VW’s fitting of cars with a ‘defeat device’ to
cheat emissions tests.

Facultative reinsurance – development of the
law in Latin America

The logical next step in Latin America is for the interpretation
and meaning of reinsurance contracts to be tested in the
courts. For example, what happens when an insured has
accepted terms at the original policy level that are broader or
on limits that far exceed those accepted by reinsurers? It is
this type of issue that may come to define the development
of the local markets and the evolving relationship with
international reinsurers.

Good or bad faith – is the London market
becoming more aligned to the US?

Over the past ten years, it has become mandatory in almost all Latin
American jurisdictions for facultative reinsurance contracts to be
subject to the same law and jurisdiction as the underlying risk. This
change has been driven by protective legislation and the growth of
the (re)insurance markets, particularly in Brazil, Chile, Colombia and
Mexico, and also by the re-emergence of Miami as a hub for
reinsurance. The shift has left reinsurers in London without certainty.

Under the Enterprise Act 2016 a policyholder is, for the first
time, able to bring a damages claim against an insurer for the
late or non-payment of a valid insurance claim. This is a major
departure from the previous system, where insurers were
under no legal obligation to pay valid insurance claims within a
reasonable time.

We have already started to see reinsurance wordings change
to reflect this reality, so that the interest in the reinsurance is
described as providing an indemnity for the reinsured. Claims
co-operation clauses are also changing to reflect the shift in
power and this is an area where reinsurers can seek to exert
some influence over the claims handling process.

In the US, insurers have long been aware of the risk of ‘bad
faith’ claims against them, with the rules varying in each State.
Insurance companies owe a duty known as the ‘implied
covenant of good faith and fair dealing’, which also exists under
ordinary contractual principles. If an insurer breaches this, the
policyholder can sue in both contract and tort. This ability to
Insurance Market Conditions & Trends 2018/19

24

50 predictions

bring a tortious claim means that the constraints imposed in
pursuing a contractual claim are not applicable. The upshot is
that the policyholder can potentially recover sums greater than
the policy limit.

In-depth analysis

Developments

Key developments
• Haberdashers’ Aske’s Federation Trust Ltd v (1) Lakehouse
Contracts Ltd (2) Cambridge Polymer Roofing Ltd

The Enterprise Act is a long way from opening up insurers to
tortious claims that could potentially expose them to payments
in excess of policy limits. However, as insureds (and brokers)
become more aware of this avenue for recovery, insurers are
likely to come under increased pressure to pay claims quickly or
run the risk of facing a further claim from the insured.
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Motor
“Expect continued downward pressure on
motor premiums until early 2020, which will
align with customer expectations, although
the impact of whiplash reforms may not be
felt until years later.”
Peter Allchorne

Tom Baker

The artificial intelligence genie is out of
the bottle

The use of robots to replace human data entry for tasks that
do not rely on complex decision-making can significantly
streamline existing processes, increase output and improve
customer service. Moreover, robotic process automation (RPA)
is easily scalable and can pull data from different sources and
legacy systems.
Working in close collaboration with new tech start-ups, expect
an increasing number of insurers and industry stakeholders to
embrace RPA to drive efficiencies and process innovation and
to improve the customer experience. The concept of machine
learning is extending beyond the back-office and into aspects
of claims and underwriting that require cognitive decisionmaking. In the motor market, video scanning and automated
authorisation of repairs is already a reality. The genie is out of
the bottle.

Civil Liability Bill will bring downward
pressure on motor premiums

The motor insurance market has hardened in recent years, with
the latest ABI data for 2017 showing annual motor premiums
rising by 9% to a new record high of £481. However, the Civil
Liability Bill is set to challenge the status quo, with provisions
both to reduce the frequency and cost of low value whiplash
claims and to address the mechanism for setting and reviewing
the discount rate in high value cases. Expect continued
downward pressure on motor premiums until early 2020, which
will align with customer expectations, although the impact of
whiplash reforms may not be felt until years later.

Government’s cycle safety review will
accelerate investment in road infrastructure

The Government announced an urgent review into cycle safety
in September 2017, following a series of high-profile incidents
involving cyclists. Most notably, Charlie Alliston was last year jailed
for 18 months for “wanton and furious driving” (an offence which
pre-dates the motor car) resulting in the death of Kim Briggs.
While the Government is considering the merits of introducing
a new offence for cyclists, equivalent to that of causing death by
careless or dangerous driving, it remains that cyclists are usually
the victim, rather than the perpetrator, of road traffic collisions.

In 2015, two pedestrians were killed and 96 seriously injured
after being hit by a bicycle. In the same year 100 cyclists were
killed and more than 3,000 were seriously injured. The output
of the Government’s review is therefore more likely to focus
on the bigger issue – increasing the segregation of cyclists and
motorists on the road by promising further funding for cycling
infrastructure. This is preferable to introducing a new offence
to prosecute a cyclist in the very unlikely event that they
cause a death on the road.

Whiplash reform – a new motor fraud
landscape

The fraud landscape will undoubtedly change in anticipation of
the Government delivering its programme for whiplash reform
and a new £5,000 small claims limit for Road Traffic Act claims
by April 2020.
Initially, we expect to see a surge in claims farming with efforts
extended to try to maximise claims value and claimant solicitor
costs. Post implementation, there may be a reduction in lowspeed impact claims litigation as insurers deem it less costeffective to fight them. At the same time, claims management
companies may well move into low-speed impact claims as
traditional personal injury law firms view them as less profitable.
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The types of injuries reported will also change, with wrist and
knee injuries likely to increase in an effort to avoid the reforms.
Finally, there is likely to be a reduction in induced accidents and
a corresponding increase in staged accidents; associated with
this, we expect an increase in average claimant numbers per
accident and a rise in non-General Terms of Agreement (GTA)
credit hire.

In-depth analysis

Developments

Key developments
• Automated and Electric Vehicles Act 2018
• Civil Liability Bill/ Gavin Edmondson Solicitors Ltd v Haven
Insurance Co Ltd
• Cameron v (1) Hussain (2) Liverpool Victoria Insurance Co
Ltd; Farah v Abdullahi
• R&S Pilling (t/a Phoenix Engineering) v UK Insurance Ltd
• Roadpeace v Secretary of State for Transport and the Motor
Insurers’ Bureau
• Consultation on driving offences relating to causing death or
serious injury
• Law Commission review of the UK’s legal framework for
automated vehicles
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Casualty
“…recent judgments striking out claims as
fundamentally dishonest improve the
prospect of businesses and their insurers
deterring and defeating the claims.”
Rod Searl

David Williams

Foster carers, independent contractors and
rogue employees – where should vicarious
liability’s boundaries lie?

Following the Supreme Court’s decisions in Mohamud v Wm
Morrison Supermarkets Plc and Cox v Ministry of Justice in
2016, insurers were warned that further attempts to widen the
doctrine of vicarious liability were expected.
Various Claimants v Wm Morrisons Supermarkets Plc (2017)
found the Defendant vicariously liable for the deliberate
criminal actions of an employee outside working hours and
away from the workplace. In Various Claimants v Barclays Bank
Plc (2017), upheld on appeal this year, the bank was found
vicariously liable for deliberate sexual assaults on its employees
by an independent doctor contracted to perform medical
examinations on them. In Armes v Nottinghamshire County
Council (2017), a local authority was found vicariously liable for
deliberate assaults inflicted by foster carers on a child in their
care, despite the level of control over foster carers being very
different from that over employees.
The liability of businesses and authorities for the actions of
independent contractors and employees, particularly for
deliberate criminal actions in their own homes and outside

working hours, extends the boundaries of vicarious liability.
The systems used to select and supervise employees and
contractors should be reviewed and strengthened where
necessary.

Legislation expected to result in realistic
discount rate by 2019

Following the dramatic change in the discount rate in
February 2017, March 2018 saw the publication of the Civil
Liability Bill, Part 2 of which focuses on the mechanism for
review of the discount rate.
Moving the level of risk on which the rate should be based
from ‘very low risk’ to ‘more than a very low level risk’ but
‘less risk than would ordinarily be accepted by a prudent and
properly advised investor who has different financial aims’,
the Bill spells out the frequency and mechanics of the
rate’s review.
At the time of writing, this Bill has passed through the House
of Lords with improvements to speed up the first review of
the rate. We expect the Bill to become law in late 2018 and
the discount rate to be reviewed to a more realistic level by
early 2019.

Expect more arguments of fundamental
dishonesty

Lord Justice Jackson’s reforms in 2013 introduced the concept of
fundamental dishonesty as an exception to qualified one-way
costs shifting, following which the Criminal Justice and Courts
Act 2015 introduced a mechanism to strike out claims where
the claimant has been fundamentally dishonest.
London Organising Committee of the Olympic & Paralympic
Games (in Liquidation) v Sinfield (2018) saw the claim struck
out where, while two-thirds of the claim was genuine, onethird of the presented claim was fraudulent. Alongside this,
we have seen an increasing willingness by the courts to strike
out claims and set aside discontinuances (then strike out the
claim), enabling defendants to pursue the recovery of their
costs from claimants. The Court of Appeal confirmed in AXA
Insurance Plc v Financial Claims Solutions Ltd (2018) that insurers
may seek awards of exemplary damages against companies
presenting fraudulent claims.
At a time when we have seen an increase in fabricated and
exaggerated claims, recent judgments striking out claims as
fundamentally dishonest improve the prospect of businesses
and their insurers deterring and defeating the claims.
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From whiplash to deafness to travel sickness
– where next for the claims bulge?

Recent years have seen some firms of solicitors focus their
businesses on targeting specific areas of personal injury claims.
Reforms in whiplash claims over recent years, of which there
are more to come, saw a move into noise-induced hearing loss
claims and, as the scope to present deafness claims has been
reduced, many have moved into package holiday gastric
illness claims.

In-depth analysis

Developments

Key developments
• Civil Liability Bill/ Gavin Edmondson Solicitors Ltd v Haven
Insurance Co Ltd
• Armes v Nottinghamshire County Council
• AXA Insurance UK Plc v Financial Claims Solutions Ltd
• Robinson v Chief Constable of West Yorkshire
• Various Claimants v Wm Morrisons Supermarkets Plc
• Noise Induced Hearing Loss update
• Pre-Action Protocol for Resolution of Package Travel Claims

April 2018 saw the publication of a new Pre-Action Protocol for
Resolution of Package Travel Claims, extending fixed costs into
this area and thereby reducing the available costs significantly.
The implementation of the travel sickness protocol should be
welcomed but, as the claims balloon is squeezed again, we are
left to question which claims will form its next bulge.
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Insurance Advisory
“The regulators will inevitably want to demonstrate that
the SM&CR can hold individuals to account in a way that
the current approved persons regime conspicuously failed
to do after the financial crisis.”
Mathew Rutter

Senior managers must prepare for individual
accountability

The Prudential Regulation Authority and the Financial Conduct
Authority (FCA) will implement the Senior Managers and
Certification Regime (SM&CR) for insurers on 10 December
2018 and all FCA-authorised firms will be subject to the
SM&CR from 9 December 2019. Key to the SM&CR is individual
accountability – the principle that any failing on the part of
a firm should lead back to an individual who can be held to
account by the regulator.
The SM&CR also puts the onus on the firm to identify and
certify those people whose roles might involve a risk of
significant harm to the firm or any of its customers, and to
provide training to virtually all staff on the application of the
conduct rules.
While insurers have already had to implement the Senior
Insurance Managers Regime, brokers will find the SM&CR
requires a significant step-change in the regulator’s approach to
governance and accountability.

The regulators will inevitably want to demonstrate that the
SM&CR can hold individuals to account in a way that the
current approved persons regime conspicuously failed to
do after the financial crisis. It is therefore only a matter of
time before a senior manager at an insurer or broker is held
personally accountable for a failure on their watch.

Data protection developments will increase
ongoing compliance costs and subject access
requests

The General Data Protection Regulation (GDPR) came into
effect in all EU member states on 25 May 2018 and in the
UK the Data Protection Act 1998 has been replaced by the
2018 Act. While many insurers and brokers will have spent
considerable time and effort in ensuring they comply with
the new regime, they should also have in mind the enhanced
ongoing costs that the new regime will bring. This is partly a
result of the regime itself (which brings, for example, a right of
erasure, compulsory notification of breaches and the potential
for significantly higher fines), but also reflects a heightened
public awareness of a data subject’s rights and the risks that
come with poor data security.

As a result, we expect all businesses, including insurers and
brokers, to experience more subject access requests and
challenges to the way they collect and process personal data.
As well as ensuring that they comply with the law, insurers and
brokers also need to think about trust: are they using personal
data in a way that data subjects would expect and that has
been clearly explained to them?

The use of blockchain will gather pace

InsurTech is a label that covers a diverse range of
technologies, but among those with the greatest potential to drive
greater efficiencies and reduce cost is the use of distributed ledger
technologies (blockchain) in insurance. A key benefit of blockchain
is the removal of duplicative and inefficient data gathering and
processing, leading to both faster and more accurate outputs.
One initiative that is leading the way in developing common
standards and approaches in the insurance sector is B3i. In March
2018, B3i started work on a property catastrophe excess of loss
smart contract, by way of a proof of concept of the common
standards that it is developing. The application both allows a risk
to be placed and claims to be settled through the B3i platform,
and is able to reduce to a matter of days processes that currently
take weeks.
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Given that B3i has the backing of leading insurers and reinsurers,
we expect that it will provide a platform to demonstrate the
efficiencies that blockchain can bring and accelerate their
adoption into mainstream insurance underwriting and settlement.

Sector shake-up brings regulatory and
reputational challenges

In-depth analysis

Developments

Key developments
•
•
•
•
•

European Union (Withdrawal) Act 2018
Data Protection Act 2018
Insurance Distribution Directive
Senior Managers and Certification Regime
FCA Business Plan 2018/19

The current wave of consolidation is set to continue, both
among risk carriers and intermediaries. There are many drivers
at work: brand globalisation; a focus on core activities; capital
efficiency; innovation; and, sometimes, opportunism pure and
simple. Private equity will remain an active player and, among
intermediaries, its ‘buy and build’ strategy, along with regulatory
pressures and the ability to drive synergies through merger, will
remain a powerful force.
As the industry continues its march into the digital space,
expect more InsurTech M&A deals, both offensive and
defensive. New entrants, some based outside the UK, will also
be a significant factor as the market re-structures and some will
bring challenges, both regulatory and reputational. The collapse
of an un-rated Danish insurer – Alpha – leaving over 11,000
private hire drivers without cover provided a sharp reminder of
the potential dangers that can lurk in such a fluid market.
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Cross Sector Issues
“AI may be streamlining our processes but it is perhaps not
a coincidence that we are at the same time seeing a rise in
mental health issues in the workplace as traditional roles
are threatened.”
Helen Faulkner

The double-edged sword of AI – are you
‘ready, willing and able’?

The potential of InsurTech has been well rehearsed but it
is a double-edged sword. While artificial intelligence (AI)
may promise operational efficiency and gender equality,
one problem is that the computers are learning from us. To
the extent that their codes derive from human text, where
stereotypes and generalisations abound, they will take on our
conscious and unconscious bias.
AI may be streamlining our processes but it is perhaps not a
coincidence that we are at the same time seeing a rise in mental
health issues in the workplace as traditional roles are threatened.
This is an issue for all employers and we need to consider
carefully the extent to which it is our responsibility to support
retraining and upskilling.
This is then an opportune time for the House of Lords’ report,
AI in the UK: ready, willing and able?, to stress that ethics should
take centre stage and to recommend a cross-sector AI code
promoting principles of fairness and education to enable
individuals to flourish mentally, emotionally and economically
alongside AI.

Climate change pressure will offer insurers
new green opportunities

Insurers will face increasing regulatory and political pressure
about climate change following the final report of the European
Commission’s High-Level Expert Group on Sustainable Finance
which was delivered earlier this year.
Across the globe natural catastrophes are increasing in
frequency and scale and their impact on the insurance market
has been dramatic. Many of the major losses are closely related
to climate change and are set to continue to worsen. Insurers
have a real opportunity to display their green credentials by
carefully considering who to insure and by reinstating properties
in an environmentally friendly way. In addition to handling
claims, climate change impacts insurers both as investors and
as employers with their own substantial carbon footprint. Our
thought leadership piece on natural disasters looks in more
detail at how the insurance market could respond.

Five ways to cut insurance claims costs
this year

As we watch the rise in claims costs globally, there are a number
of weapons in our armoury to reduce either the number of claims
themselves or the cost of the claims process. As highlighted in last
year’s report, InsurTech offers numerous important developments
including blockchain, drones, the Internet of Things and data
analytics, driving improved performance through a better
understanding of the data and trends.
Secondly, we must continue to work closely with the Government
and judiciary, as evidenced in the Civil Liability Bill and earlier
Jackson reforms, to ensure that these black-letter developments
take into account the widest implications for the industry. We
must also work together with insureds to encourage better risk
management of their own affairs, for example encouraging supply
chain management and supporting subrogated recoveries.
Alternative dispute resolution is also becoming more popular
and we are following keenly the extension of the Financial
Ombudsman’s remit. Finally, knowledge management itself,
exemplified in this report, is not just a buzzword for law firms but
for all businesses in order to understand the bigger picture and the
optimum way to resolve claims.
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Fresh thinking on today’s big issues. Whether
it is new perspectives on old problems or
insights into the new challenges of
technologically driven change, these three
thought leadership pieces will stimulate
discussion and debate.
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T

here is a global technology revolution underway that is
turning even everyday objects into complex products
supported by highly connected and equally complex
global supply chains. As Wendy Hopkins, Partner at DAC
Beachcroft, puts it: “This digital interdependency is creating new,
unforeseen and often unmanaged supply chain risks and exposing
gaps in information and understanding that need to be addressed
by both insureds and insurers. It also brings a new focus on resilience
and business continuity.”
Businesses have always looked to source as competitively as possible
and in the modern connected world the result is an international
matrix of suppliers and service providers – of mind-boggling
complexity – that can be all but impossible to trace, let alone
monitor adequately.

The global supply chain:
a thoroughly modern maze
As supply chains become more global, the insurance industry must
be prepared to identify new risks and deal with the challenges that
they bring.

The upshot is that mapping the potential risks along the chain
around the world – fire, natural catastrophe, industrial action,
regulation, trade wars, the spread of isolationism and cyber to name
a few – is fraught with difficulty. And the potential information
saviour – sophisticated digital connectivity – is itself vulnerable to
cyber-attack, system failure and energy supply disruption.
It can be no surprise that, according to the 2017 Business
Continuity Institute’s (BCI) Supply Chain Resilience Report
(supported by Zurich), 69% of respondents do not have full
visibility of their supply chains; and that unplanned IT or
telecommunications outages (48%) are the main cause of
disruption, with cyber-attacks and data breaches second. The rest,
in order, are: loss of talent/skills, outsourcer failure (33%), transport
network disruption (26%), adverse weather, fire, new laws and
regulations, insolvency in the supply chain, and finally energy
scarcity. Looking forward, cyber-attacks and data breaches (60%),
unplanned IT or telecommunications outage (59%) and loss of
talent/skills (34%) remain the main concerns for businesses.
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Nick Wildgoose, Global Supply Chain Product Leader at Zurich
Commercial Insurance UK, comments that when they started
the survey, nine years ago, he nearly fell off his chair when there
was a 70% incidence of significant supply chain disruption.
“Sadly that figure has remained high, with 2011 marking the
peak at 85%,” says Wildgoose.
Corporates and their supply chains
“Corporates are, however, increasingly having to get a grip
on their supply chains,” continues Wildgoose, “as legal and
regulatory pressures mount – including the Modern Slavery Act
2015 and incoming corporate social responsibility regulation.
And while many do have the information, it is often not
communicated across the company due to the existence of
functional silos.”
This point is echoed by Jessica Collier, Partner at Wilson Elser,
USA, a Legalign Global partner, who highlights the US Food &
Drug Administration’s Food Safety Modernisation Act – with
upcoming compliance dates over the next few years – which
contains a host of supply chain transparency demands. Collier
adds that the present lack of clarity and understanding along the
supply chain is clearly linked to “a significant increase in product
contamination and product recalls over the last two years, both
in the number of claims and the size of the losses”.
Robin Shute, Partner at Wotton + Kearney, Australia, another
Legalign Global partner, adds that product safety law around
ingredients is surprisingly subject to little detailed regulation
in Australia – excluding nuts – and by and large is left to the
supplier/importer to comply with general provisions. “I had a
case several years ago involving iodine, which is dangerous to
those with iodine deficiency. It surprised me that there were no
regulations about labelling products that contained a greater
than anticipated level of iodine. Parties must assess issues by

reference to the statutory provisions which give general relief.
In consumer situations the most important legislation is the
Australian Consumer Law which gives protection against
defective products.”
A rise in claims is also attributable to the complexity of many
modern products says Carsten Hösker, Partner at BLD Bach
Langheid Dallmayr, Germany, a Legalign Global partner.
“The complexity, in particular, of modern motor vehicles
is a key reason why we have seen a noticeable increase in
claims volumes and costs.” He says the risks of complicated
software and parts from a vast array of different suppliers
– accompanied by a squeeze in testing timeframes as part
of a focus on reducing costs – together with the increase in
the spreading of news about faults via social media are all
exacerbating the problem.
This pressure on reducing costs is also picked up by Hopkins:
“One of the emerging challenges is that the pressure to keep
product prices down often results in the stripping out of cost
from the supply chain. This ranges from sourcing cheaper
components to simplifying distribution models and reducing
vital processes such as quality assurance, which can have farreaching consequences along the supply chain.”
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“One of the emerging challenges is
that the pressure to keep product
prices down often results in the
stripping out of cost from the supply
chain.This ranges from sourcing
cheaper components to simplifying
distribution models and reducing
vital processes such as quality
assurance, which can have farreaching consequences…”

Insurance products
There are insurance products designed to protect companies
against supply chain disruption outside standard property and
business interruption cover. Policies now exist that provide
broad, multi-tier cover, not just for physical damage events
but a range of non-physical risks such as industrial disputes,
transportation and logistics disruption, supplier insolvency,
political risk and cyber – but take-up is low. Referring to the
BCI survey results, over half (51%) do not insure for supply
chain losses.
Insurance Market Conditions & Trends 2018/19

35

50 predictions

Members of risk manager association Airmic say that take-up is
low outside pharmaceutical, motor and food manufacturing. They
claim supply chain insurance is too costly, collecting the relevant
risk information is over-complex and there is a lack of clarity over
when and under what circumstances policies will pay out.

Shute adds that he has always been surprised underwriters are not
more prescriptive about asking for details of contractual recourse
with a view to recovery down the contractual chain in the event
of a problem. “One of the perennial problems, of course, is China,
due to non-reciprocation of enforcement of judgments, and one
of the solutions I’ve seen is insisting Chinese suppliers take out
insurance with a reputable company that has the ability to pay in
the event of a claim. Even that is of dubious protective value.”

Developments

The gap between underwriting and claims is also highlighted by
Collier who sees a clear disconnect between the two. “Insurers’
focus is on winning the business and they are failing to be
rigorous during the application process, in terms of gathering
relevant information about the client’s supply chain,” she says.
“Questions are left blank, and no or little information is recorded
on who in the supply chain has insurance, where they are located
and what potential risks they face.”

It is the issue of the relevant risk information that sits at the very
centre of the global supply chain and insurance challenge. If
companies do not know – or are not asked – who their second,
third or fourth tier suppliers are, how can insurance underwriters
correctly assess, measure and price the risks? If underwriting is
challenging, then handling claims and identifying liability in this
hyper-connected world is also fraught with difficulty.
Underwriting issues
Martin Alexander, Partner at BLD Bach Langheid Dallmayr, adds that
another issue he is seeing is a rather lax approach to underwriting.
“In product liability and recall, policy terms have become broader
and wider in response to the soft market, with a trend for brokers
to push for more generic clauses,” says Alexander. “Most insurers are
simply not asking many questions about companies’ supply chains
and they are not learning from and passing on experiences gained
by their claims teams. We have seen many examples of underwriters
only being asked about clauses once a claim is made – and it is quite
typical for that underwriter to have left the company, so they cannot
say what they meant or the answer they provide is not legally usable.”

In-depth analysis

Wildgoose responds with a focus on the companies themselves,
with concerns that even some of the larger corporates have not
always undertaken basic research into their critical supply chains
– something insurers can and are helping with. “We, and other
insurers, are helping corporates understand their critical supply
chain risk better – including with regard to non-property damage
risk,” insists Wildgoose. Leading companies in respect of supply
chain risk management are also increasingly investing in technology
and big data to help them.

“Technology in the form of big data,
AI and blockchain provides a major
opportunity to drive forward
innovation and to help trace,
identify, monitor and mitigate risks
around the globe, but equally
important are transparency
and communication.”

Innovative approach
Collier agrees that insurers are now really trying to grapple with
the issue and demonstrating an appetite to embrace innovation,
be proactive and help spread the risk – for example exploring
how blockchain technology and data-driven analytics could be
used to track and map their customers’ supply chains themselves.
However, she believes insurers are struggling to embrace digital
transition – even for their own loss information and databases –
and are facing a steep learning curve.
Wildgoose agrees that blockchain does have some potential but
says presently big data and artificial intelligence (AI) are more
advanced. Zurich, for example, which already offers the self-service
risk engineering service Risk Advisor app and geo-political
analysis tool Risk Room, is developing prototypes to help
corporates manage their critical suppliers’ risk profiles using,
Insurance Market Conditions & Trends 2018/19

36

50 predictions

In-depth analysis

Developments

for example, social media and machine learning. There has,
he says, been a flurry of investment in technology start-ups
using AI and big data to provide tools to help companies drive
transparency across their supply chain risks. These also
offer significant opportunities to insurers to work alongside
their customers.
Wildgoose concludes that both insurers and the larger firms
have learnt much from case-by-case underwriting, with
some of the latter developing their own comprehensive
supply chain risk assessment processes. The next step is
to extend that learning to develop viable solutions for
mid-market companies.
Insurance is increasingly critical “as the glue that sticks
international transactions together,” adds Shute, who believes
coverage gaps are now few and far between. “Product policies
and particularly product recall policies are inching ever closer
to product guarantee – through, for example, loss of use as
part of the definition of property damage.” The issue, however,
confirms Shute, is that if products are below the specified
standard and do not cause damage then it is unlikely that
insurance will offer protection.
Supply chain risk remains a key issue for business; and
as complexity and interconnectivity of both the supply
chains and the products themselves increase, together with
prescriptive legislative and regulatory oversight, it is imperative
that insurers and insureds work together to develop
innovative solutions. These will have to demonstrate new
layers of resilience to ensure business continuity. Technology
in the form of big data, AI and blockchain provides a major
opportunity to drive forward innovation and to help trace,
identify, monitor and mitigate risks around the globe, but
equally important are transparency and communication.

Martin Alexander, Partner,
BLD Bach Langheid Dallmayr, Germany
Jessica Collier, Partner, Wilson Elser, USA
Wendy Hopkins, Partner, DAC Beachcroft, England
Carsten Hösker, Partner,
BLD Bach Langheid Dallmayr, Germany
Robin Shute, Partner, Wotton + Kearney, Australia
Full contact details can be found at the back of the report.
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T

he debate about the boundaries of cyber policies
cuts right across the insurance industry’s strenuous
efforts to raise awareness of the need for cover and
the availability of a growing range of solutions. Just
as many more businesses look to the insurance market to
protect them, the market is starting to raise warning flags over
issues around aggregation and systemic risk.
Many businesses are ill-prepared for the potential impact of
major cyber-attacks, with smaller firms often believing they are
too small to be a target. This leaves them vulnerable because
they frequently do not put the policies, staff training and
technical measures in place to protect themselves and do not
buy the insurance protection that would provide them with
the right indemnification and support when an attack comes.

Cyber, conflict and cover:
time for a re-think?
Cyber warfare is being openly discussed, with both offensive and defensive
cyber capabilities featuring in national cyber security strategies. This poses
questions about where the boundary lies between what is insured as a
commercial cyber risk and what is a war or terrorism risk.

This is a common problem around the world, says Dr Maya
Bundt, Head of Cyber & Digital Solutions at Swiss Re. “Many
smaller companies are still not aware of the true nature
of cyber risk that has crept into their business model as
the flip side of digitisation. An often-heard argument from
the industry is that their small size precludes businesses
from being targets. Unfortunately, this is not true. Smaller
companies can be hit by a wide-spread or large scale cyber
event just the same as larger companies. In fact, they might
even be less prepared and more vulnerable.”
Awareness of the need to take cyber security seriously and
insure against the consequences of attacks and data breaches
was given a major boost by the arrival of the General Data
Protection Regulation (GDPR) in Europe at the end of May.
This not only helped push cyber risks up the boardroom
agendas of European business but has had a significant
impact elsewhere.
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In Australia, mandatory reporting was introduced in February
this year and is already having an impact. “Even though
mandatory reporting was introduced in February, GDPR
is prompting Australian companies, especially those with
customers in Europe, to look at adopting an even stricter
regime. This could prompt an earlier than expected review
of current legislation,” says Kieran Doyle, Special Counsel at
Wotton + Kearney, Australia, a Legalign Global partner.

Exposures have grown much wider than protecting against
the typical data breaches, phishing, malware and ransomware
attacks that are almost an everyday occurrence for businesses.
Major incidents such as last year’s worldwide cyber-attack by
the WannaCry ransomware cryptoworm dispelled a lot of
complacency about the potential for attacks to propagate and
have a serious impact on a wide range of businesses in the
highly connected world of modern commerce.

“Other jurisdictions are having to adopt GDPR procedures
if they have significant business relationships in the UK and
Europe. In New Zealand, export-driven businesses are likely
to be ahead of the game and need to be right on top of what
GDPR requires of them,” says Mark Anderson, Partner at
Wotton + Kearney, New Zealand.

This creates a potential “shrapnel effect,” says cyber expert
Hans Allnutt, Partner at DAC Beachcroft, in which businesses
far away from the centre of an attack suffer. “It is easy to
rationalise a cyber-attack that is focused on your business
system or data, but when you see things happening in your
system that do not seem to be focused on your business, this
might be the shrapnel effect. You are not the original target of
the attack, but you get affected by it.”
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“Smaller companies can be hit
by a wide-spread or large scale
cyber event just the same as
larger companies. In fact, they
might even be less prepared and
more vulnerable.”

Covering this risk means taking a much broader view of the
range of business interruption (BI) cover businesses require,
a trend that is already running strongly in the US, says
Gregory Bautista, Partner at Wilson Elser, USA, a Legalign
Global partner.
“Many companies are increasingly concerned with potential BI
losses triggered by cyber events such as the global WannaCry
and NotPetya attacks last summer. These incidents have made
cyber BI coverage more relevant from a buyer’s perspective.
As property and other traditional insurers seek to reduce their
potential exposure for cyber-related losses, cyber insurers in
turn have begun expanding their policies to include BI and
contingent (third-party) business interruption (CBI) coverage
resulting from cyber events or attacks. These BI losses can
dwarf any potential privacy losses arising from a loss or theft
of personal data.”
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UK insurers need help to
determine and price cover but may
step away from conflict cover
Joe Ahern, policy lead for cyber insurance at the Association of
British Insurers (ABI), told a recent event hosted by the Centre for
the Study of Financial Innovation (CSFI) that insurers needed more
help from the Information Commissioner’s Office (ICO). In
particular, he said the ICO must share more information about data
breaches with insurers.
The ABI has called on Government and the ICO to allow insurers
access, in a secure and anonymised way, to data from the mandatory
breach reporting requirement under the GDPR. This, says the ABI,
would provide a valuable source of data for insurers to assist them in
assessing and pricing the risk of potential customers and enable
insurers to offer broader and more tailored cover to firms of
different sizes and sectors. The ABI says it has support from
Government for this proposal and will continue to make its case to
the ICO.
The issues around the extent of the commercial market to continue
to offer cover without exclusions for war and terrorism was also
raised at the CSFI event. The ABI says that if the market is to
continue to evolve sustainably, insurers may look to exclude
damages emanating from attacks on critical national infrastructure,
war and terrorism. This would be intended to mitigate against
aggregation risk arising from cyber-attacks and is in line with
insurers’ responsibility to the Prudential Regulatory Authority to
manage exposures prudently.
Global reinsurers share this concern according to Dr Bundt:
“Insurance and reinsurance companies need to measure and manage
their exposure to cyber accumulation carefully. Also, for very large
events that are too big to be borne by the insurance industry alone,
it might make sense to find additional risk-sharing arrangements in
public-private partnerships or with capital markets.”

His colleague Anjali Das, Partner at Wilson Elser, says the
market is responding to this by extending the cover that is
available. “Increasingly, CBI coverage is being offered in some
cyber policies, which protects companies which depend
on third parties for their operations from cyber-attacks on
those third-party providers. CBI coverage anticipates thirdparty supply chain disruptions that may have a significant
adverse impact on an insured’s operations. Recently, we have
in fact seen an uptick in cyber claims reported by an insured
originating from an attack on one of their vendor’s computer
systems or networks.”
While the extension of cover to protect against the ‘shrapnel
effect’ will accelerate, preparing and protecting against attacks
will get harder as the techniques used by criminals constantly
evolve. If that is not already a big enough challenge, identifying
the source of attack is getting harder too, says Allnutt. “The
methods of attack are quite wide-ranging and the people who
are motivated to carry them out are increasingly diverse too.
They could be states, criminals, terrorists, activists – or just a
renegade with some basic technology skill.”
For the insured who has bought cyber cover they just want
the insurer to move quickly to help them mitigate their losses
and get back to normality as quickly as possible, secure in
the knowledge they will indemnify them against the losses
suffered: “The policyholder doesn’t want a lot of questions
about whether a terrorist or a malicious individual was
behind the attack,” says Allnutt. “They will just want their cyber
losses insured.”
The challenge for policyholders now is that insurers are looking
for greater clarity and will need to ask precisely those questions.
The answers might determine whether – or to what extent –
the policyholder is covered, adds Dr Bundt.
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“…when you see things happening
in your system that do not seem to
be focused on your business, this
might be the shrapnel effect.”

“Until a few years ago cyber business was written with both
war and terrorism exclusions. Mostly due to the difficulties in
defining and proving cyber terrorism and the fact that insureds
have a strong need for protection and contract certainty,
terrorism exclusions have largely vanished for cyber business,”
she says. “In fact, different jurisdictions have been reacting in
different ways to deal with terrorism risk. For example, Pool Re
in the UK has explicitly included property damage resulting
from cyber terror attacks into its scope.”
There are no easy answers to questions around the definition
of terrorism, says Bastian Finkel, Partner at BLD Bach Langheid
Dallmayr, Germany, a Legalign Global partner. “It all depends
on the question of what exactly I want to insure. If I want to
exclude war or – more relevant – terrorism risks, I must be clear
about the definition of terrorism. Will this only be defined by the
subjective goals of the terrorist or, alternatively, also by objective
criteria regardless of the terrorists’ motivation? In our experience,
the cyber world knows different forms of terrorist-like acts,
although they might not fulfil criteria of classical terrorist acts.
Maybe such a distinction must be ignored in the cyber-insurance
world. That, of course, would lead to a broader coverage.”
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Australia could extend
terrorism cover

Hans Allnutt, Partner, DAC Beachcroft, England

In Australia, many cyber offerings from local insurers provide cover for
cyber terrorism rather than exclude it. This is probably due to the
cyber insurance market still developing, albeit at a fairly rapid pace.
Additionally, while there is cover under the Australian Reinsurance
Pool Corp (ARPC) for declared terrorist attacks for property risks, the
same cannot be said for a cyber terrorist attack so it is important that
there is cover in cyber policies for cyber terror, says Kieran Doyle. The
ARPC is pushing to review this later in 2018.

Gregory Bautista, Partner, Wilson Elser, USA

Mark Anderson, Partner, Wotton + Kearney, New Zealand
Anjali Das, Partner, Wilson Elser, USA
Kieran Doyle, Special Counsel, Wotton + Kearney, Australia
Bastian Finkel, Partner, BLD Bach Langheid Dallmayr, Germany
Full contact details can be found at the back of the report.

Allnutt says the question now being debated among cyber
underwriters is how to define the scope of their cover and to
whom they offer it so as to limit the potential for aggregation.
“There is a fear of aggregate systemic exposures among insurers,”
he says. “This is leading some of them to question the current
definitions and scope of cover. We know that the physical risks
from war and terrorism are too large for individual insurers to
cover and that market solutions such as Pool Re have to be put
in place. It is time to look at definitions of conflict in the age of
cyber too as, indeed, Pool Re has done by extending its cover
beyond physical damage.”
This is far from being a UK problem alone but the solutions are
going to be hard to define, says Dr Bundt: “In times of cyber
conflict, the picture has become even more challenging, the
main reason being that it is very challenging to attribute cyberattacks to a certain actor. That makes it also extremely difficult
to decide if a cyber event is, in fact, an act of terror or not. One
example here is the apparent terror attack on the French TV
network tv5, which later turned out was not performed by ISIS,
but by a well-known group of Russian hackers.

“For the insurance industry this means that trusted mechanisms
like airtight exclusion language does not work anymore,” she
concludes. “We need to find ways to safeguard both potential
victims of such an attack and the insurance industry as a whole.”
The challenge of reconciling those two laudable objectives is
going to draw the insurance industry into another debate about
its role in modern society.
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A

cross the globe, natural catastrophes are increasing
in frequency and scale, as illustrated in the
accompanying timeline. The impact on the
insurance market has been dramatic with Lloyd’s of
London’s results last year showing exposures of £2 billion as it
bore the brunt of the worst year on record for insured losses
from catastrophes.
These escalating losses are putting a huge strain on the insurance
market and traditional coverage. This has pushed the debate
about availability and affordability to the fore in many markets
and prompted an expansion of parametric insurance in some of
the most at-risk regions. Another response has been the rapid
growth in cat bonds, posing a further challenge to traditional
models of insurance and reinsurance.

Natural catastrophes:
can the market withstand
the storms?
Climate change and natural catastrophes are necessitating new approaches to
insurance and reinsurance, posing real challenges to traditional models.

The growing gap between insured and total economic losses is
also putting pressure on the insurance and reinsurance market
to find fresh solutions. This creates an opportunity for insurers
prepared to embrace non-traditional forms of cover, according
to Ernst Rauch, Head of Climate and Public Sector Business
Development at Munich Re.
“In many developing countries, losses from natural catastrophes
often remain almost totally uninsured,” says Rauch. “Even in highly
developed countries like the US, whose share of insured losses is
significantly greater, more widespread insurance coverage would still
be very beneficial to the economy.
“When hurricanes Harvey, Irma and Maria struck, some
Caribbean islands were hit twice in a row. Yet only a few days
after the events, the Caribbean Catastrophe Risk Insurance
Facility, a public-private regional insurance pool, was able to pay
out around US$50 million in emergency funds.”
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Climate change
The market is facing huge challenges as climate change contributes
to an increase in catastrophic weather events, says Munich Re
board member Torsten Jeworrek: “A key point is that some of
the catastrophic events, such as the series of three extremely
damaging hurricanes, or the very severe flooding in South Asia after
extraordinarily heavy monsoon rains, are giving us a foretaste of
what is to come. Because even though individual events cannot be
directly traced to climate change, our experts expect such extreme
weather to occur more often in future.”
Even in Europe, where major natural catastrophes are rare, the
increased frequency and severity of coastal and alluvial flooding
has put weather-related risks and climate change firmly on the
agenda, says Carsten Hösker, Partner at BLD Bach Langheid
Dallmayr, Germany, a Legalign Global partner: “We see the impact
of climate change in the increase in big storms over the last few
years, especially in areas near large rivers.”
Martin Alexander, also a Partner at BLD Bach Langheid Dallmayr,
says business and domestic property owners near rivers do not
necessarily buy all the cover they need and in parts of eastern
Germany cover has actually been withdrawn because of the
frequency of claims: “The question has now come up as to
whether insurers should be obliged to provide cover. This will
be taken seriously because Germany is a country of compulsory
insurance. The problem is then about affordability.”
Keeping insurance affordable
In the UK, the increased frequency of severe flooding led to the
creation of Flood Re. “This market initiative has ensured that
homeowners in high-risk areas can retain access to flood cover.
It was launched in April 2016 and now collects £180 million a year
from household insurers in order to provide cover for properties for
which there would not otherwise be flood insurance. The success of
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Catastrophe timeline
2011

Earthquake and tsunami, Japan – cost $210 billion
Thai flooding – cost $43 billion
Christchurch earthquakes

2012

Hurricane Sandy, USA – cost $68.5 billion
Major drought, USA – cost $20 billion

2013

Boston Marathon attacks
Flooding in Germany – $12.9 billion
Typhoon Haiyan, Philippines – major impact on 16.1 million people

2014

Typhoon Hagupit, Philippines
Worst floods in 50+ years in Northern India

2015

Pakistan earthquake – 88,000 deaths
Hurricane Katrina (and Rita, Wilma) – total cost $150 billion
London tube and bus bombs – 56 killed

Nepal Earthquake – cost $10 billion
South Indian Floods
Indian Heatwave with temperatures of 118 degrees Fahrenheit
Terrorists attacks in Paris – 137 deaths

2016

Hurricane Ike, US/Caribbean – cost $38 billion
Cyclone Nargis – 140,000 deaths
China (Sichuan) earthquake – 88,000 deaths, cost $150 billion

Earthquake, Japan – cost $3.5 billion
Terrorist attacks in Berlin
Brussels bombing – 35 deaths

2017

Earthquake, Mexico
Hurricanes Harvey, Irma, Maria, USA/Caribbean
Bushfires in Australia, California and Portugal
Terrorist attacks in Barcelona, London, Manchester, Paris,
Stockholm, Brussels Central Station attack

1991

Tropical cyclone Bangladesh – 139,000 deaths

1992

IRA bomb Baltic Exchange, London – cost £800 million

1993

IRA bomb Bishopsgate, London – cost £350 million

1994

Northridge earthquake, USA – cost $44 billion

1995

Kobe earthquake, Japan – cost $100 billion

1996

Canary Wharf and Manchester shopping centre bombings

2001

World Trade Center attacks – 2,996 deaths

2003

Heatwave, central Europe – 70,000 deaths

2004

Indian Ocean Tsunami – 220,000 deaths
Madrid train bomb – 193 deaths

2005

2008

2010

Pakistan floods
Haiti Earthquake – 159,000 deaths
Earthquake and tsunami, Chile – cost $30 billion

Flood Re is likely to pave the way for similar pooling arrangements
across Europe,” advises Simon Jones, Partner at DAC Beachcroft.
At the end of March 2018, Flood Re announced it would not
be increasing the premiums it charges insurers when they
cede policies to the scheme, with an acknowledgement that
affordability has to be addressed.

“The latest data, from our half-year results, showed a continued
improvement in the availability of home insurance for both
those with prior flood claims as well as those in at-risk areas.
On affordability, the average premium for those in flood
risk areas rose by less than the mass-market average,” said
Andy Bord, the new Chief Executive at Flood Re, when he
announced the freeze.
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Much larger pooling arrangements are common in other parts
of the world where the potential scale of losses from natural
catastrophes makes the provision of insurance on a normal
commercial basis impossible.
In California, for instance, there are pools for earthquake cover
and for wildfires. However, their existence still does not stop
regulators and legislators from putting additional pressure on
insurers to provide generous cover and to pay out quickly when
disaster strikes, says Paul S White, Partner at Wilson Elser, USA, a
Legalign Global partner.
“When there are catastrophic events affecting significant numbers
of people, regulators and legislators want to put pressure on
insurers to help their citizens,” says White. “This often means there is a
rush to judgement as to how insurance policies will apply.”
This has led to a quasi-parametric approach to settling
catastrophe claims. Insurers are paying out for total losses in
wildfires without the need for a detailed inventory of the items
destroyed. This pushes the boundaries of traditional indemnity
insurance contracts.

“The growing gap between insured
and total economic losses is also
putting pressure on the insurance
and reinsurance market to find
fresh solutions.”

It has kept domestic policyholders content, says White, but it is
not the full answer to the challenge of responding to thousands
of claims in a disaster situation: “It is not clear who will take
the lead on moving towards a parametric approach. It would
have to allow insurers to take this approach into account in the
underwriting process. There is also a need to better understand
the scope of the likely cost of claims.”
He adds that insurers must be able to decline some risks, something
the California insurance commissioner makes it very hard to do: “At
some point the insurance industry needs to be able to push back
on the certainty that there will be a total loss. Compelling insurers
to cover everything will not be attractive to them.”
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What is parametric insurance?
Parametric insurance is a rapid-response financial instrument that makes
an immediate payment based on a specified trigger or intensity of an
event (for example, wind speed or earthquake magnitude) or the
amount of loss calculated in a pre-agreed model. Unlike traditional
insurance settlements that require an on-the-ground assessment of
individual losses, parametric insurance relies on an assessment of losses
using a predefined methodology.

What is a cat bond?
A catastrophe bond is a high-yield debt instrument. They are used by
property and casualty insurers and reinsurers to transfer defined risks to
investors. This lowers reinsurance costs and frees up capital for
underwriting. The structure of a cat bond provides for a payment to the
insurance company if the defined event occurs, such as a certain
magnitude earthquake or a total insurance loss greater than a particular
amount. Although cat bonds reduce risk to insurance companies, this is
borne by the buyers of the securities who might see their interest
payments reduced or even the principal wiped out. It is mitigated by the
short maturity, which is typically three to five years.

Parametric insurance would have a significant impact on the
way natural catastrophe claims are handled, says Tony Rai, Head
of London Market Claims at Hiscox. “As the triggers for claims
pay-outs are already agreed, there will be much less need to send
teams of adjusters out to disaster areas in the immediate aftermath
to carry out a traditional claims assessment. How does this change
the disaster response models of major insurers and adjusters? In the
event parametric covers were widely used in catastrophe-exposed
areas, then it would change the way in which such claims are
adjusted. If the triggers in parametric covers were the same across
multiple policies, then once they were affirmed as met, claims
payments should flow very quickly. Loss adjustment expenses
would reduce dramatically from the current average of 8% to 12%.”

there have been sustained wind speeds in a specific area can be far
more difficult if there is no wind-speed measuring equipment at
that location or it is inoperable due to the hurricane.”

Parametric insurance should make the claims process simpler but
there are also potential complications, continues Rai. “In theory,
parametric covers will make the adjustment process simpler but
only where the policy terms are very clear and the assessment of
the requirements can be proved to have been complied with at the
outset. For example, whether a specific area has been impacted by
a category 1, 2 or 3 hurricane is simple, but determining whether

Australia and New Zealand show signs of strain
Australia and New Zealand have had a series of natural catastrophes
in recent years and the strain is beginning to show. There has also
been a significant infrastructure boom in Australia on the back of
Government-led stimulus which has increased exposures. When
catastrophes have hit, these infrastructure projects have generated
some significant property damage losses.
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“The generosity in the wordings and the pricing has to be
addressed quickly,” says Adam Chylek, lead Partner in the
major loss practice at Wotton + Kearney, Australia, a Legalign
Global partner.
He says many major defect losses, especially in infrastructure
projects, could have been predicted but were not properly
priced. The magnitude of other significant losses caused by
Australia’s haphazard weather – particularly contingent
business interruption losses in the crucial mining sector
and associated industries – were simply not foreseen. That
combination of factors seems to be causing insurers and
reinsurers to review their pricing, policy structures and
coverage parameters.
Aggregation is also a hot topic as regional losses can cause quite
varied outcomes based on the event and aggregation language
chosen. Many Australian insureds have international operations
and event aggregation in different markets has led to a range
of coverage results, for example Australian industries operating
in California and affected by the wildfires. Insurers have been
prompted to get more sophisticated about aggregation, says
Chylek, with event clauses and common cause clauses being
tightened up.

2017 losses
The hurricane trio of Harvey, Irma and Maria cost the insurance industry
a record amount in 2017. The final insurance bill for those and other
natural catastrophes, including a severe earthquake in Mexico, is
estimated at US$135 billion by Munich Re – the worst ever. These
pay-outs only covered around 40% of the total economic losses which are
estimated to be over US$330 billion. Across the world, over 11,000 people
died in natural disasters in 2017.

Flood and other exposure cover is an ongoing subject of
debate in Australia with insurers regularly locking horns
with the Federal Government to try to hammer out
coverage solutions in problematic areas regularly affected
by weather events.
The serious earthquakes that have hit New Zealand in the last
few years have prompted a review of the levy imposed by the
Government’s Earthquake Commission and an end to the
cross-subsidy from less hazardous regions, says Antony Holden,
Managing Partner at Wotton + Kearney, New Zealand.
He continues: “Parametric insurance is on the agenda but
faces a few hurdles. It has had an airing in the New Zealand
market but hasn’t got much traction yet. It could be offered as
a standalone or as a trigger for a cat bond. One major hurdle
is that the Earthquake Commission is only allowed to obtain
reinsurance via traditional models. If that is relaxed we could
have cat bonds with parametric triggers.”
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Martin Alexander, Partner,
BLD Bach Langheid Dallmayr, Germany
Adam Chylek, Partner, Wotton + Kearney, Australia
Antony Holden, Managing Partner,
Wotton + Kearney, New Zealand
Carsten Hösker, Partner,
BLD Bach Langheid Dallmayr, Germany
Simon Jones, Partner, DAC Beachcroft, England
Paul S White, Partner, Wilson Elser, USA
Full contact details can be found at the back of the report.

Elsewhere in the Pacific, the World Bank has been trialling a
parametric solution for 14 island countries in the Pacific
Ocean working with five major reinsurers – Swiss Re, Munich
Re, Sompo, Mitsui and Tokio Marine – and backed by over
US$40 million from the US, UK, Japan and Germany to
capitalise the scheme.
The involvement of the World Bank in promoting parametric
insurance is a clear indication that governments see it as a
solution to the growing gap between insured and economic
losses. The pressure on the insurance industry to embrace
it will grow, as will the expectation that national insurance
markets will participate in expanded pooling arrangements
to meet the challenges of climate change and natural
catastrophes.
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Developments
In a world of breathtaking change, keeping
abreast of legislative, judicial and other
developments is essential for managing
risk and business planning. Our guide
assembles a concise summary of the key
legal events from the last 12 months.
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Legislation
At a glance
48
48
49
49

Automated and Electric Vehicles Act 2018
Civil Liability Bill
Counter-Terrorism and Border Security Bill
Data Protection Act 2018, General Data
Protection Regulation and ePrivacy Regulation

50 Energy Efficiency (Private Rented Property)

51
51
51
52

European Union (Withdrawal) Act 2018
Financial Guidance and Claims Act 2018
Insurance Distribution Directive
Network and Information Systems
Regulations 2018

52 Senior Managers and Certification Regime

(England and Wales) Regulations 2015
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Automated and Electric Vehicles Act 2018

This Act received Royal Assent in July 2018. In
addition to enabling policy regarding electric vehicle charging
infrastructure, the Act sets out a new compulsory insurance
framework for ‘out of loop’ automated driving, paving the way
for the introduction of highly automated vehicles (AV) on
Britain’s roads by 2020/21.
The key provisions include:
• A system of classification. The Secretary of State for
Transport is required to publish and keep up-to-date a list of
motor vehicles that require an AV policy. The definition of
AV has been tightened to ensure that it covers only Level 4
and 5 vehicles that are capable of automated driving, and
not where the driver is expected to retain any element
of control.
• A ‘single policy’ approach. Motor liability insurers are
required to deal with all claims where the vehicle is operating
in AV mode at the time of an incident and where the vehicle
was at fault. This duty extends to the ‘disengaged’ driver of
the AV, who is effectively treated as a third party. It further
extends to situations where the AV is hacked by a third
party. This approach ensures simplicity for consumers and
a swift route to compensation for innocent victims of road
traffic collisions.
• A right to exclude or limit liability. Insurers have the right
to limit or exclude their liability where the policyholder
or person in control has failed to undertake “safety critical

software updates” or if unauthorised modifications have
been made. However, in order to exclude or limit liability in
respect of an insured person who is not the policyholder,
that person must have knowledge of the fact that the
vehicle was operating with out-of-date software, or that an
unauthorised modification had been made.
• A right of recovery. Insurers are to be given a statutory right
of recovery against the manufacturer of the AV, following
established product liability laws, preserving the ‘state of
the art’ defence. It is anticipated that the supply chain for
AV will be complex, including both hardware and software
manufacturers. Insurers will need to work with vehicle
manufacturers to ensure efficient processes for recoveries.
In order to achieve this and to avoid unnecessary frictional
costs, a post-collision data sharing agreement is imperative.
• Limitation. The schedule to the Act makes provision for
the necessary amendments to the Limitation Act 1980 to
ensure that victims of road traffic collisions caused by AVs
have three years from the date of accident or knowledge to
bring a claim, in keeping with the insurance framework for
conventional vehicles.
• Review. The Secretary of State for Transport is required to
report, within two years of publication of the list of AV, on
the impact and effectiveness of section 1 (classification of
vehicles requiring an AV policy) and also the extent to
which the provisions of Part 1 ensure that appropriate
insurance is in place for vehicles that are capable of safely
driving themselves.
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Civil Liability Bill

On 20 March 2018, this Bill was laid before Parliament,
driving on the whiplash reforms and introducing changes to
the process by which the discount rate is calculated and
reviewed. At the time of writing, after robust scrutiny in the
House of Lords, the Bill is continuing its progress through
Parliament.
Part 1 of the Bill relates to whiplash reform and, to a significant
extent, reflects the provisions of the Prisons and Courts Bill
(which failed to proceed into legislation due to the 2017 snap
general election). Damages for whiplash injuries (which may
include minor psychological injuries) are to be calculated by
reference to a tariff (which is to be set by regulations) and
pre-medical report offers are to be prohibited. The definition of
whiplash injuries has been extended to include injuries to softtissue in the neck, back and shoulder.
This part of the Bill has proved to be somewhat contentious.
An attempt to remove the tariff altogether was only narrowly
avoided in a Lords’ vote. The Bill can expect further scrutiny as it
passes through the House of Commons. The Government has
said it will make insurers ‘accountable’ for their commitment to
pass on savings to consumers.
The Government had intended the whiplash reform elements
of the Bill to be implemented by April 2019; in its response to
the Justice Select Committee’s report dated 17 July 2018, it now
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proposes testing of the new system from October 2019 and
implementation of the new measures, including the increase in
the small claims track, by April 2020.
The mechanism for reviewing the discount rate, which was
reduced in February 2017 from 2.5% to minus 0.75%, is the
subject of Part 2. The Bill amends the level of risk on which the
rate is based from very low risk or no risk, to a range from more
than a very low level of risk to less risk than would ordinarily
be accepted by a prudent and properly advised investor who
has different financial aims. This move is expected to see the
discount rate rise to between 0% and 1%.
In a welcome move, the Government has given in to pressure
in the House of Lords to conduct the first review as soon as
possible. Amendments have been agreed to remove the need
for an expert panel for the first review and to start that review
within 90 days of Royal Assent, without needing a further Order
to bring these measures into force. Allowing for parliamentary
uncertainties, it remains probable that a new discount rate will
be set before the end of Q1 2019.
For subsequent reviews, the Bill requires the Lord Chancellor
to establish an advisory panel of four independent experts,
chaired by the Government Actuary, who will review the rate
not less than every five years. The focus of all reviews will be on
actual investment behaviours and real-world analysis of
investment returns.

Insurers and compensators should be encouraged by the
progress of these reforms. The implementation of the Bill should
maintain the principle of 100% compensation and ensure that
damages for whiplash injuries become proportionate to the
level of pain and suffering they cause.
This Bill only applies to England and Wales. Scotland has
recently produced its own draft legislation on the discount
rate, with a similar but slightly different review mechanism
proposed. The Damages (Investment Returns and Periodical
Payments) (Scotland) Bill will proceed broadly in parallel, with
implementation expected in mid-2019. That Bill also includes
provisions to permit the courts in Scotland to order periodical
payments whether or not the parties consent, bringing the
Scottish system into line with the powers existing in England
and Wales since 2005.

Counter-Terrorism and Border Security Bill

The legislation governing Pool Re originally limited
coverage to physical damage to property and business
interruption resulting directly from it. However, it has become
apparent in recent years that, if it is to provide a comprehensive
solution for the market, Pool Re needs to extend the
cover provided.
In November 2017, Pool Re announced an extension to its cover
to include damage caused by acts of terrorism using a cyber
trigger. This became available with effect from April 2018.
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The Government has now gone further, announcing in a written
ministerial statement on 22 March 2018 its intention to amend
the Reinsurance (Acts of Terrorism) Act 1993. On 6 June, this Bill
was introduced to the House of Commons. The amendments will
extend cover to include terrorism related non-damage business
interruption losses. If the Bill is passed, Pool Re will be the first
terrorism insurance pool in the world to extend its cover in this
way. In taking this step, the role of Pool Re will remain relevant
to the London market and the evolving nature of risks being
addressed by a wider spectrum of insurers.

Data Protection Act 2018, General Data
Protection Regulation and ePrivacy
Regulation

Data protection law in the UK has received a radical overhaul
in 2018. The EU’s General Data Protection Regulation (GDPR)
applied directly in all member states from 25 May 2018; the UK’s
Data Protection Act 2018 was enacted on 23 May 2018 and its
main provisions came into force on 25 May 2018; and the EU’s
ePrivacy Regulation is expected to be approved in late 2018.
The GDPR aims to protect EU citizens’ personal data regardless
of where that data is processed. Businesses that collect, record,
use or disclose data relating to an identified or identifiable natural
person are now required to comply with the GDPR standards
on data processing, record keeping, risk management and data
breach reporting, or face fines of up to the higher of €20 million
or 4% of annual global turnover.
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The Data Protection Act 2018 replaces the 1998 Data
Protection Act with a new, comprehensive data protection
framework designed for the digital age. This lengthy piece
of legislation implements the GDPR standards alongside UK
legislation covering law enforcement data, national security
data and permitted exemptions to the GDPR. The Act aims to
ensure modern data use can continue while strengthening the
control and protection individuals have over their data.
The key provisions include:
• Implementing the GDPR standards into UK law across all
general data processing.
• Tailored exemptions from the GDPR for certain
organisations operating in journalism, research, financial
services and legal services.
• Setting the age when children can give consent for the
online processing of their personal data at 13.
• Giving citizens more control over their data including the
right for 18-year-olds and over to have their data deleted if
there are no legitimate grounds for retaining it.
• Providing a bespoke regime for the processing of personal
data by the police, law enforcement and criminal
justice agencies.
• Providing appropriate safeguards to enable the intelligence
agencies to manage security threats.
• Providing additional powers for the Information
Commissioner to regulate and enforce data protection laws
including the ability to levy fines up to the higher of €20

million or 4% of an organisation’s annual global turnover for
the most serious breaches.
• The preservation of existing offences in the 1998 Act and
the introduction of new offences of (i) intentionally or
recklessly re-identifying individuals from anonymised or
pseudonymised data and (ii) altering records with the intent
to prevent disclosure.
Possibly the most important provision for the insurance
industry is the creation of a new legal ground for processing
special categories of data where necessary for an insurance
purpose. A full overview is provided in Other Developments.
The ePrivacy Regulation will bring in higher privacy standards
for electronic communications. Electronic communications
service providers will need to comply with strict rules covering
the processing and storage of content and metadata, direct
e-marketing communications and the use of cookies. The
initial implementation date was 25 May 2018 to coincide
with the GDPR, but this timetable proved too ambitious.
It is unclear whether the UK will have left the EU by the
implementation date (which, at the time of writing, has not
been fixed), but the UK has said it will maintain EU data
protection standards after Brexit.
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Energy Efficiency (Private Rented Property)
(England and Wales) Regulations 2015

These Regulations came into force on 1 April 2018 and require
landlords of privately rented domestic and non-domestic
property in England and Wales to ensure that their properties
are compliant with the Minimum Energy Efficiency Standard.
This Minimum Standard requires at least an Energy Performance
Certificate (EPC) rating of E before a landlord can grant a new
tenancy to new or existing tenants.
This Minimum Standard will be extended to apply to all rented
properties, irrespective of whether a new tenancy is being
granted, from 1 April 2020 for domestic properties and 1 April
2023 for non-domestic properties.
Landlords should check their property and consider energy efficient
improvements or risk their portfolio becoming unmarketable in
2020. Exemptions do exist but must be registered. Landlords who do
not take action before a new letting can face fines of up to £150,000.
Insurers should continue to ask residential and commercial
landlords more specific questions about energy efficiency and
occupancy and consider the impact on their reinstatement
provisions. 2018 is also seeing the emergence of new energy
efficiency insurance to offer protection against a shortfall in
energy savings, giving property owners and lenders a guarantee
that savings will be achieved even if the energy saving initiatives
do not yield intended results.
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European Union (Withdrawal) Act 2018

Brexit will continue to create considerable
uncertainty for insurers and brokers, not least because all
agreements between the UK and the EU27 are likely to be
inter-conditional – in other words, nothing is agreed until
everything is agreed. Political brinkmanship has long been a
characteristic of EU negotiations, but it makes planning for
the future a complex exercise.
Assuming agreement is reached and ratified, the key date will
move from 30 March 2019 to 1 January 2021. This is the date
that the proposed transition agreement will fall away, meaning
that most of the consequences of the UK leaving the EU will be
deferred until that date. However, we are no closer to clarity on
whether, for example, passporting will continue after that date or
what the implications will be for EU27 nationals wishing to live
and work in the UK, or vice versa.
The UK has at least set out its position on EU27 insurers and
brokers that wish to continue carrying on business in the UK
post Brexit. HM Treasury announced on 20 December 2017 that
it would, if necessary, legislate to create a ‘temporary permission’
regime to enable European Economic Area (EEA) firms that
currently passport into the UK to continue their activities in
the UK for a limited period after Brexit. It will also ensure that
obligations under insurance contracts can continue to be met
by such insurers after Brexit, even in the absence of any wider
deal on passporting.

Financial Guidance and Claims Act 2018

This Act, which received Royal Assent on 10 May 2018,
will merge three Government-sponsored guidance services
(the Money Advice Service, the Pensions Advisory Service
and Pension Wise) to create a new Single Financial Guidance
Body (SFGB). The SFGB should be operational from late 2018
and should help ensure that members of the public can access
good-quality, free-to-client, impartial financial guidance and
debt advice.
The Act also introduces changes to the regulation of
claims management companies (CMCs). The scope of
regulated activities continues to include referral, advice and
management of claims for defined service areas, notably claims
for personal injury and the mis-selling of financial products.
Tougher regulation is expected when the Financial Conduct
Authority (FCA) takes over regulatory responsibility of CMCs
from the Ministry of Justice in April 2019. CMCs will be
subject to mandatory re-authorisation by the FCA, to include
the Senior Managers and Certification Regime and there will
be tougher rules on advertising and marketing, as well as
tougher sanctions for non-compliance. The FCA will cap the
fees that CMCs can charge for their services in financial misselling claims, with the power to impose similar caps in other
areas if needed.
In a notable victory for interested Peers, including DAC
Beachcroft’s Lord (David) Hunt of Wirral, the Act extends
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regulation of CMCs to Scotland for the first time. This should
help to combat the growing spectre of personal injury claims
fraud in Scotland.
Under the Act, the Secretary of State can pass regulations
banning pension-related cold calling, which would be
enforced by the Information Commissioner’s Office. The
Secretary of State must also keep under review (with advice
from the SFGB) whether a wider ban in respect of financial
product cold-calling is required.
Complaints handling will transfer from the Legal Ombudsman
to the Financial Ombudsman Service, giving it jurisdiction to
investigate and determine consumer complaints about the
service provided by CMCs.

Insurance Distribution Directive

The application date of the Insurance Distribution
Directive (IDD) has been delayed from 23 February 2018 to
1 October 2018.
The IDD is a minimum harmonisation directive, meaning
that member states can set higher standards provided there
is no conflict with the IDD. Key changes include mandatory
pre-contractual disclosure in respect of non-life products in
a standardised form using an Insurance Product Information
Document. Distributors will also need to disclose remuneration.
For intermediaries this means disclosure of the nature and source
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of any remuneration and, where a fee is paid, the amount of the
fee, in addition to any post-contractual payments. For insurers,
this means disclosure of the nature of remuneration received
by employees.
Introducers who do no more than pass details of potential
insureds to insurers or other intermediaries will be out of scope.
This should reduce the regulatory and contractual burden on
insurers and intermediaries who, to date, may have appointed
such introducers as introducer appointed representatives.
The Financial Conduct Authority has consulted on changes to its
rules to implement the IDD and its final rules were published on
25 May 2018.

Network and Information Systems
Regulations 2018

These Regulations came into force on 10 May 2018 and
implement the EU’s Directive on Security of Network and
Information Systems. They aim to prepare the UK for cyberattacks on vital infrastructure, boost cyber security and
resilience, and encourage cross-border co-operation with other
EU nations through the exchange of information.
Under the new regime, Operators of Essential Services (OES),
such as energy, transport, health, food and water, and Relevant
Digital Service Providers (RDSP), such as cloud computing
service providers, online market places and search engines, must
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implement technical and organisational security compliance
standards and comply with reporting obligations in relation to
security incidents.

investment firms. The SM&CR is now being extended to all
authorised firms (including insurance brokers). Significant
changes are also being proposed for insurers.

Different ‘competent authorities’, such as government departments
for transport, gas and electricity and the Information Commissioner’s
Office, are responsible for monitoring compliance and enforcement
of these standards for their sectors. They are empowered to issue
fines of up to £17 million for contraventions. Organisations that
breach both the new legislation and other legislation, such as data
protection or safety legislation, could potentially be issued with fines
by different regulators for different aspects of wrongdoing in relation
to the same underlying security breach.

There are three key parts to the regime:
• Senior Managers Regime: senior managers who perform
key roles will require regulatory approval before starting
their roles. Each senior manager will have a statement of
responsibilities setting out what they are responsible and
accountable for.
• Certification Regime: firms will need to check and confirm
that certain individuals (those whose role means it is
possible for them to cause significant harm to the firm or its
customers) are fit and proper.
• New conduct rules will apply to almost all employees in
a firm.

The WannaCry ransomware virus that crippled the NHS in May
2017 exposed some of the vulnerabilities to cyber-attack that
exist in the UK’s infrastructure. OES and RDSP and their insurers
will want to prevent similar attacks and avoid significant fines by
adopting appropriate security measures to manage risks to their
IT systems.

The SM&CR will commence for insurers on 10 December
2018. For solo-regulated firms (such as brokers) the regime will
commence on 9 December 2019.

Senior Managers and Certification Regime

The Senior Insurance Managers Regime came into force
in 2016, replacing the approved persons regime for certain
senior individuals within insurance companies.
A similar regime, the Senior Managers and Certification Regime
(SM&CR) was put into place in 2016 for banks and some
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Armes v Nottinghamshire County Council

Supreme Court – vicarious liability for the actions
of foster carers

The Claimant, who had been placed in foster care by the
Defendant authority, pursued a claim alleging that she was
abused physically, sexually and emotionally by her foster carers.
The Supreme Court was required to consider whether the
authority owed a non-delegable duty of care to children it
placed in foster care and whether it was vicariously liable for the
actions of foster carers.
The Supreme Court found that it was not fair, just and
reasonable for the local authority to owe a non-delegable
duty of care. However, given the significant degree of control
the local authority had over foster placements, the fact that
placing children with foster carers furthers the local authority’s
activities and the local authority’s greater ability to compensate
than the foster carers, the Court found that local authorities are
vicariously liable for the actions of foster carers.
The judgment places children in foster care on a similar
footing to children placed in care homes (where authorities
are vicariously liable for the actions of their employees) and,
while further claims may follow in relation to historic abuse,
it is not expected to discourage local authorities from placing
children in foster care in the future, although local authorities
should scrutinise the contracts they have with independent
fostering agencies.

AXA Insurance UK Plc v Financial Claims
Solutions Ltd and others

Court of Appeal – clarification of exemplary damages as
weapon in fight against fraud
The Defendant presented four sets of proceedings in personal
injury claims arising from two fake accidents, supporting the
claims with fake hire invoices and medical reports. After the
Claimant insurer secured Orders striking out the claims, it
pursued the Defendant company (which had held itself out as
a firm of solicitors, which it was not) for damages in a claim for
the tort of deceit.

Following Rookes v Barnard (1964), in which it was stated that
“exemplary damages can properly be awarded whenever it is
necessary to teach a wrongdoer that tort does not pay”, the
Court of Appeal decided in this case that it was appropriate for
exemplary damages to be awarded against both the company
and individuals involved in it, in addition to damages reflecting
the cost of investigating and defending the claims (which in
themselves were inadequate to remove the wrongful gain
achieved by the tort). This would ensure that the Defendants
were punished and others deterred from similar behaviour and
bringing fraudulent crash for cash claims. The fact that criminal
proceedings or confiscation proceedings were ongoing against
the individuals did not affect this civil remedy.
While it will be important for insurers to ensure that they
choose cases in which they explore this remedy with care, the
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judgment provides a powerful weapon for them to use in their
fight against fraudulent personal injury claims.
DAC Beachcroft acted successfully for the insurer.

Bilta (UK) Ltd (in Liquidation) and others v
RBS and another; Director of the Serious
Fraud Office v Eurasian Natural Resources
Corporation Ltd

Privilege status of documents created in the course of an
internal investigation
In Bilta, the Claimants sought disclosure of employee interview
notes and a report prepared by RBS’s external lawyers relating
to an investigation by HMRC into RBS’s alleged participation in
carbon credit trading and connected VAT fraud. They argued
the documents were not privileged because they were not
created for the dominant purpose of conducting litigation, but
were rather: (1) to inform RBS of its position regarding HMRC’s
claim; (2) to supply a full and detailed account of relevant facts
concerning VAT deductions to HMRC pursuant to its duties
and obligations as a tax payer; and (3) to persuade HMRC not
to issue an assessment.
The court upheld RBS’s claim to privilege. The court was
persuaded that a letter by HMRC to RBS which made
allegations of tax fraud was a “watershed moment” and RBS’s
appointment of external lawyers thereafter to investigate
strongly suggested that RBS anticipated litigation. Even if
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the documents had been created for multiple purposes, the
dominant purpose was to defend the expected litigation
with HMRC.
Bilta calls into doubt the general application of the ENRC
decision, which held that interviews with employees conducted
as part of an internal investigation to deter a criminal
prosecution by the SFO were not privileged and should be
disclosed. At the time of writing, the Court of Appeal has
heard the ENRC appeal, judgment is awaited and we hope the
approach in Bilta is preferred.

Cameron v (1) Hussain (2) Liverpool Victoria
Insurance Co Ltd; Farah v Abdullahi and others

Court of Appeal – unidentified driver

In 2017, the Court of Appeal held that where a defendant driver
cannot be identified but the vehicle is identified and insured, a
judgment can be obtained against the unidentified defendant, to
be satisfied by insurers pursuant to s152 of the Road Traffic Act
1988. Previously, the Motor Insurers’ Bureau would deal with these
claims under the Untraced Drivers’ Agreements.
Aside from the central point that a claim could be made against an
unidentified person, Cameron also left various issues outstanding,
including the practicalities of issuing and serving proceedings
against an unknown person and the applicability of the decision
to an Article 75 insurer. The case is being appealed and is due to be
heard by the Supreme Court on 28 November 2018.

In the meantime, Farah has now clarified some of the issues.
It held that permission of the court is not required to issue a
claim against an unidentified defendant, although permission
for alternative service is still required. Further, the principles
in Cameron do apply to an Article 75 insurer. The decision
therefore broadens the scope of Cameron. It is an unhelpful
decision for insurers, assisting in crystallising the decision in
Cameron ahead of the forthcoming appeal.

Dreamvar (UK) Ltd v (1) Mishcon de Reya
(2) Mary Monson Solicitors Ltd; P&P
Property Ltd v (1) Owen White & Catlin LLP
(2) Crownvent Ltd

Court of Appeal – liability of solicitors and estate
agents in property transactions involving identity fraud
Both cases concerned fraudsters, posing as owners of London
property, purporting to sell to two property development
companies. The frauds were discovered before registration
but by then the proceeds of ‘sale’ and the fraudsters had
disappeared. In each case, the purchasers sought to recover
their losses from the professionals involved.
The Court of Appeal held that both the vendors’ and the
purchasers’ solicitors were in breach of trust in releasing the
purchase monies in the absence of a genuine completion
of the sale. The Court refused to grant relief from such
liability under s61 of the Trustee Act 1925. Acting honestly
and reasonably were highly material factors but were not
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conclusive. A court was entitled to consider the effect
of the breach on the beneficiaries and the existence of
professional indemnity insurance could suffice to deny
s61 relief to the solicitors. Where both sets of solicitors are
liable, apportionment should be resolved by contribution
proceedings.
In P&P, the Court of Appeal further held that, by signing the
contract, the vendor’s solicitor had warranted that she had
authority from the actual owner of the property and would
be liable for breach of warranty if that warranty was relied
upon; the vendor’s solicitor was also liable for breach of an
undertaking. The position of the estate agents was different
and, on the facts, no warranty of authority from the actual
owner had been given there. Finally, the Court of Appeal
confirmed that the vendor’s solicitors and estate agents
did not owe a separate duty of care to the purchaser when
carrying out identity checks.
While there is the possibility of appeal to the Supreme Court,
the decision is causing significant concern. The decision
reflects a less tolerant approach and suggests that solicitors
and their professional indemnity insurers are in effect
underwriting the legitimacy of property transactions on a
strict liability basis.
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Gavin Edmondson Solicitors Ltd v Haven
Insurance Co Ltd

Supreme Court – fixed costs in RTA Portal claims for
personal injury

The Supreme Court considered the question of whether fixed
costs are payable in Portal claims where a defendant’s insurer
negotiates settlement directly with a claimant after receiving a
claim notification form (that is, where a pre-medical report offer
is made directly to a claimant).
After considering the contractual arrangements between the
Claimants and their solicitors and also the extent of the latter’s
lien for costs, the judgment confirmed that, where a claim is
presented through the Portal by a solicitor, the defendant’s
insurer may not avoid a liability for costs by negotiating directly
with the claimant.
The settlements reached in this case were all the result of
acceptance of pre-medical report offers. Clause 6 of the
Civil Liability Bill would prohibit pre-medical report offers
in whiplash claims, requiring insurers and all other regulated
parties to obtain ‘appropriate evidence’ (an accredited medical
report) before making offers.

Gee and others v Depuy International Ltd

Metal on metal hip litigation finds for
manufacturer
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Haberdashers’ Aske’s Federation Trust Ltd
and another v (1) Lakehouse Contracts Ltd
(2) Cambridge Polymer Roofing Ltd and others

The court decided that the ‘inherent propensity’ of a metal on
metal (MoM) hip to shed metal debris in the course of normal
use was not a defect pursuant to the Consumer Protection Act
1987. Over 300 Claimants alleged they had suffered an adverse
reaction to metal wear debris generated by their MoM hip
prostheses, requiring revision surgery.

Construction of project-wide insurance cover

The litigation provided the court with a chance to review
when a product will be deemed defective and how to arrive at
that decision. Earlier cases had taken very different approaches
to this question. As occurred in these previous decisions,
the judge reviewed the purposes behind the EU legislation
and noted that a fair balance had to be struck between the
competing interests of producers and injured consumers.

CPR argued that it was entitled to the cover provided by the
project insurance as it fell into the class of ‘sub-contractor of any
tier’, even though CPR was not named as a sub-contractor at
the time the project policy incepted and was required to carry
its own insurance as a pre-requisite to its engagement.

In deciding whether a product was defective, the court had
to “maintain a flexible approach to the assessment of the
appropriate level of safety, including which circumstances are
relevant and the weight to be given to each.”
This flexible, common sense approach to assessing product
safety is likely to be viewed as the leading judgment on the Act.
It will be welcomed by manufacturers and insurers alike in an
increasingly technical age for product development.

The question of whether project insurers could pursue a
subrogated recovery against a sub-contractor, Cambridge
Polymer Roofing (CPR), and thereby claim on the insurance
fund of CPR’s liability insurers was considered as a
preliminary issue.

In order to decide the extent of the project insurance, the
court considered the way in which a sub-contractor may
become a party to the project insurance, a legal analysis not
previously judicially decided. It was accepted that, without
the express requirement in the sub-contract for it to take out
separate insurance, CPR could have been entitled to the benefit
of the project insurance. This was subject to satisfying the
requirements of a ‘standing offer’ made by project insurers that
would imply a term of cover into the sub-contract.
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The court also considered the recent decision of the Supreme
Court in Gard Marine & Energy Ltd v China National Chartering
Co Ltd (2017) which we reported on last year. Applying the
rationale in Gard to the facts of this case, the court held that
as CPR and Lakehouse had expressly agreed in the subcontract terms and conditions that CPR was required to have
its own insurance cover, CPR was not entitled to the
protection of the project insurance fund. The principles of
agency and ‘standing offer’ were considered in detail, but in
the end the express term in the roofing sub-contract proved
insurmountable.
DAC Beachcroft acted successfully for the First Defendant and
all the Third Parties.

MT Højgaard A/S v E.ON Climate &
Renewables UK Robin Rigg East Ltd
and another

Supreme Court – literal interpretation of 20-year design
life requirement
The contractor agreed to design and install the foundations
for the Robin Rigg windfarm. The employer’s technical
requirements, expressed to be the minimum requirements,
provided that the works should be designed with a minimum
site specific ‘design life’ of 20 years. The General Design
Conditions required the contractor to prepare the detailed
design in accordance with J101, an international design
standard. The foundations failed shortly after completion.

At first instance, the contractor was held liable for remedial
works costing €26.25 million as it had given a lifetime warranty
of 20 years. The Court of Appeal allowed the contractor’s
appeal, stating that such a warranty would be inconsistent with
the other contractual terms. The Supreme Court restored the
first instance decision holding that the contract words should
be given full effect and meaning. Although complying with the
design requirement, the contractor was liable for the failure,
whether or not there was an alleged error in the required J101
design standard. The contractor had accepted the risk and had
the duty to identify the need to improve on the design and was
liable for the failure to comply with the required criteria.
In reaching this decision, the Supreme Court seems to have
given priority to a strict and literal interpretation of the
relevant provision

Navigators Insurance Co Ltd and others v
Atlasnavios-Navegacao LDA

Supreme Court – loss not caused by ‘any person acting
maliciously’

A vessel was detained in a Venezuelan port when 132kg of
cocaine was found strapped to its hull. There was no suggestion
that either the owners or their crew were in any way implicated.
In accordance with the policy detainment provisions, after six
months the owner served a notice of abandonment, declaring
that the vessel was a constructive total loss. The vessel was
insured under the Institute War and Strike Clauses 1/10/83.
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These clauses provide that loss caused by “any person acting
maliciously” is an insured peril (under 1.5). The clauses also
exclude cover for “arrest restraint detainment confiscation or
expropriation under quarantine regulations or by reason of
infringement of any customs or trading regulations” (under
4.1.5). It was common ground between the parties that drug
smuggling constituted “any person acting maliciously”.
The judge at first instance held that the concealment of cocaine
had been a malicious act for the purposes of 1.5 and implied a
limitation on the scope of exclusion 4.1.5 where the customs
infringement only came about due to the malicious act. The
Court of Appeal deemed that the clauses had to be considered
together to determine the ambit of the policy; neither had
primacy over the other. It held that if the malicious act was
concealing drugs on the vessel, and concealing drugs was an
infringement of customs regulations, then the detention was for
a breach of customs regulations. There was no justification to
exclude an infringement of customs regulations consisting of a
malicious act from 4.1.5; this was not supported by the case law.
The Supreme Court has taken an entirely different approach.
Despite the common ground between the parties, they
held that the necessary starting point was to examine the
scope of the concept of “any person acting maliciously”.
On their analysis, the smugglers were not acting maliciously,
relevant authorities indicating that an element of spite or
ill-will is required.
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Having found that cover under clause 1.5 did not apply, Lord
Mance concluded this was sufficient in itself to dismiss the
appeal. However, he went on to consider the position if clause
1.5 was applicable and agreed with the Court of Appeal that
if there are two concurrent causes, one insured and the other
excluded, the exclusion will prevail. There was nothing to
suggest that insurers were willing to accept the risk of smuggling
by third parties.

R&S Pilling (t/a Phoenix Engineering) v UK
Insurance Ltd

Supreme Court hearing awaited on use of a vehicle

Thomas Holden was a mechanical fitter employed by R&S
Pilling t/a Phoenix Engineering. Mr Holden undertook some
repairs to his own vehicle in Phoenix’s workshop. During this
work, sparks from welding equipment ignited flammable
material inside the car. The fire took hold very quickly and soon
spread to adjoining premises causing substantial damage. As a
result of the fire, Phoenix’s property and public liability insurers
paid out sums in excess of £2 million.
Phoenix sought a full recovery from Mr Holden’s motor insurers,
UK Insurance Limited (UKI), on the basis that the motor
policy covered the losses suffered by Phoenix. UKI disagreed
and commenced proceedings against Mr Holden, seeking a
declaration that its policy did not cover such losses.

Phoenix was joined as a second Defendant and, in turn, they
brought a claim against Mr Holden for an indemnity in respect
of the sums paid out by their insurers.
At first instance, the court found that the repairs being
undertaken did not constitute “use” of a vehicle on the basis
that the car was not being operated in any way.
Phoenix appealed. Delivering the leading judgment in Phoenix’s
favour, the Master of the Rolls found that the express wording
of the UKI policy and the cover provided by it should not be
restricted by reference to the provisions of the Road Traffic Act
1988. Therefore, Mr Holden’s liability to Phoenix in respect of
damage caused by the fire was covered by his policy of motor
insurance. Applying the reasoning in Vnuk v Triglav (2014) that
“use of the vehicle” in section 145(3) of the Road Traffic Act
1988 must include any use of the vehicle consistent with its
normal function, the repair of the vehicle by Mr Holden in
these circumstances was “use” of a vehicle and so the policy
should respond.
Since last year’s report, UKI has successfully applied to have the
matter considered by the Supreme Court. The hearing is due to
take place in December 2018.
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Razumas v Ministry of Justice

No non-delegable duty of care for prison
healthcare

The High Court considered the potential liability of the Ministry
of Justice (MoJ) for healthcare provided to prisoners. Mr
Razumas alleged that, through various healthcare failings, his
treatment for a soft tissue sarcoma to his left calf was delayed,
resulting in an above-knee amputation. He argued that the MoJ
owed him a non-delegable duty of care and/or was vicariously
liable for the negligent medical treatment, based upon the
five criteria set out in the landmark decision in Woodland v
Swimming Teachers Association (2013).
The Claimant’s arguments failed. The court held that the MoJ
had not breached its duty of care which was linked to matters
of custody and did not extend to the medical treatment itself.
Further, the MoJ did not owe a non-delegable duty of care –
the Claimant was not in prison for the purpose of receiving
healthcare and the MoJ owed no statutory or common law
duty to provide healthcare. Finally, the MoJ was not vicariously
liable as the tort complained of was committed by the subcontracted health provider, and the MoJ was not their employer
and had no control over how medical treatment was delivered
by them.

DAC Beachcroft acts for the insurers of Phoenix (the
respondents in the appeal).
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This decision offers helpful guidance on the court’s approach
to applying the Woodland criteria and determining issues
of alleged non-delegable duties, at a time when claimant
groups are trying to expand its remit and bring claims against
corporate healthcare providers across the spectrum of
healthcare provision.

Roadpeace v Secretary of State for Transport
and the Motor Insurers’ Bureau

Compatibility of domestic compulsory motor insurance
legislation with EU law

There were three groups of issues to be determined. The first
concerned the compatibility of UK statutes and delegated
legislation with the Sixth Motor Directive (the Directive),
including various provisions concerning an insurer’s right to
limit or exclude their liability to a policyholder contained within
the Road Traffic Act 1988, the European Communities (Rights
Against Insurers) Regulations 2002 and the Third Parties (Rights
Against Insurers) Act 2010.
The second group of issues related to the findings in the
European case of Vnuk v Triglav in 2014. The Defendant did
not dispute that Vnuk widened the scope of the compulsory
insurance obligation to include vehicles used off-road, so that
the Road Traffic Act 1988 is incompatible with the Directive,
but the European Commission is currently deciding whether
to amend the Directive. Meanwhile the issue concerned what
remedy should be available here and now.

The third group of issues related to the compatibility of various
specific provisions of the Uninsured Drivers’ Agreement and
Untraced Drivers’ Agreement with the Directive.
In relation to the first group, the court found no incompatibility
between the domestic legislation and the Directive. In relation
to the second group, there is already a recognised remedy in
the form of Francovich damages for claims which would have
been met had there been proper implementation of the
Directive. The judge held that a declaration should be made to
this effect. The Defendant accepted that the limitation of the
definition of “accident” breached the Directive and that a
declaration should also be made on that issue. In relation to the
third group of issues, all of the Claimant’s arguments in relation
to the compatibility of the MIB Agreements with the Directive
were dismissed.
This decision confirms that it is permissible for insurance
policies to exclude cover, such as deliberate damage or road
rage. Following the decision in Vnuk, however, compulsory
insurance should be extended beyond vehicles used on roads
and it appears likely that domestic road traffic legislation will
require some amendment.
The recent review of the scope of the Motor Insurance Directive
by the European Commission (EC) as part of its REFIT programme
affirms this. Whereas it was widely anticipated that the EC would
look to amend the Directive to limit its scope to use in “traffic
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situations”, in May it reported that the Directive would apply to
“any use of such vehicle, intended normally to serve as a means
of transport, that is consistent with the normal function of the
vehicle, irrespective of the vehicle’s characteristics and irrespective
of the terrain on which the motor vehicle is used and of whether
it is stationary or in motion”. The reference to “means of transport”
widens the requirement for compulsory motor insurance beyond
that of vehicles used “in traffic situations”, bringing the likes of
mobility scooters in scope and with it a number of potential
challenges for insurers around uninsured driving and fraud. It
remains unclear what action the UK Government will take as a
result of the EC’s decision. Much may depend on its appetite for
equivalency of EU laws in this area post Brexit.

Robinson v Chief Constable of
West Yorkshire

Supreme Court – confirms standards of care expected by
the police
The Claimant, aged 76, suffered injuries when police officers and
the suspect they were attempting to arrest collided with her as
she walked along a footpath.
The Supreme Court noted that the police generally owe a
duty of care when such a duty arises under ordinary principles
of the law of negligence, unless statute or the common law
provides otherwise; the police are usually under a duty of care
to protect an individual from a danger which the police
themselves have created.
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The police generally do not owe a duty of care to individual
members of the public, in the performance of their investigative
function, to protect them from harm caused by criminals; there is
no duty to protect members of the public.
Here, the police officers had themselves created the risk of harm
by deciding to arrest the alleged drug dealer in the street and
a duty therefore arose. The officers’ assessment of the risk was
negligent and that negligence had caused the Claimant’s injuries.
The confirmation by the Supreme Court that there is no general
duty on police officers, except in special circumstances, to protect
third parties should be welcomed by the police service.

Sea Tank Shipping AS v (1) Vinnlustodin HF
(2) Vatryggingafelag Islands FH

Court of Appeal – package limitation does not apply to
bulk cargoes

Under the Hague Rules 1924 article IV rule 5, which is
incorporated into the Carriage of Goods by Sea Act 1924, a
carrier’s liability for loss or damage is capped at £100 per unit. A
dispute arose out of damage to a cargo of fish oil carried in bulk
on board the tanker ‘Aqasia’.
The carrier’s position was that package limitation could be
applied to bulk or liquid cargo by reading the word ‘unit’ as a
reference to the unit used by the parties to denominate or
quantify the cargo in the contract of carriage. This would have
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the effect of reducing liability to under £55,000 (£100 per
metric tonne of cargo damaged). However, the cargo interests’
position was that the word ‘unit’ could only refer to a physical
item of cargo, or to a combination of physical items bundled
together for shipment, meaning that the package limitation
did not apply to a liquid or other bulk cargo.

not named in the spreadsheet but they sought compensation for
distress on grounds that their identity could be inferred from the data
disclosed and there was a genuine (not irrational) fear that the Iranian
authorities could identify them. The judge found that the Claimants
had proved a de minimis level of distress and awarded compensation
of £12,500 to TLT and TLU, £2,500 to TLV, plus costs and interest.

The judge at first instance ruled that the package limitation did
not apply to bulk cargoes. The Court of Appeal dismissed the
carrier’s appeal and confirmed that ‘unit’ refers to a physical
item of cargo or shipping unit, and not a unit of measurement
or a freight unit. Therefore, article IV rule 5 under the Hague
Rules did not apply to bulk cargoes.

The Court of Appeal rejected the Home Office’s appeal that
liability should be limited to lead applicants and not extend to
unnamed family members. There was no basis for interfering
with the trial judge’s findings of fact that TLU and TLV could be
identified as asylum seekers by third parties – findings that the
judge had reached after conducting a trial and hearing evidence
over a number of days. It affirmed that the publication of the
spreadsheet misused TLU and TLV’s private and confidential
information and, in addition, there was a breach of ‘personal
data’ relating to ‘identifiable persons’ under the Data Protection
Act. Accordingly, they were entitled to compensation.

Secretary of State for the Home Department
and another v (1) TLU (2) TLV

Court of Appeal – accidental online disclosure of private
information relating to asylum seekers

A spreadsheet containing the personal data of 1,598 lead
applicants seeking asylum in the UK was accidentally published
on the internet. Six lead applicants brought successful claims
against the Home Office for distress arising from the misuse of
private information and breach of the Data Protection Act 1998.
TLT was a lead applicant. The disclosed spreadsheet included his
forename, surname, date of birth, age, recorded his nationality as
Iranian, and stated ‘Family with Children’. TLT’s wife, TLU, who had a
different surname, and his daughter, TLV, who used his surname, were

Ted Baker Plc and another v AXA Insurance
UK Plc and others

Court of Appeal – insurer had ‘duty to speak’

In the latest instalment of this litigation arising out of the theft
of stock from Ted Baker by an employee over a number of
years, one of the issues the Court of Appeal reconsidered was
the first instance decision that there had been a breach of the
claims co-operation condition precedent by failing to provide
management accounts requested by loss adjusters.
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The policyholder had refused to provide a shopping list of
documents until either liability was admitted or insurers
confirmed that the cost of retaining accountants to produce
the information would be covered by the ‘professional
accountants clause’ in the policy. In response, the loss adjuster
had advised that he would take instructions from insurers and
revert but there was no further mention that any information
was outstanding. In these specific circumstances, the Court
of Appeal held that there was a duty on insurers to speak.
(Ultimately, the claim was dismissed on other grounds relating
to the quantification of the loss.)
This is a decision very much on its own facts. It remains
the case that there is no general duty on insurers to warn
an insured of the need to comply with policy conditions,
especially where the policyholder is advised by an experienced
broker. An argument of estoppel may, however, arise again
if, in the light of the circumstances known to the parties, a
reasonable person in the position of the person seeking to set
up the estoppel would expect the other party acting honestly
and responsibly to take steps to make his position plain. There
is no need for any kind of dishonesty or intention to mislead.
Suitable care must therefore be taken when communicating
with insureds.

Thefaut v Johnston

Informed patient consent requires
comprehensible dialogue between patient and
professional

This decision highlights the high threshold for obtaining patient
consent, following Montgomery v Lanarkshire Health Board
(2015). The Claimant was warned of the risks of a non-negligent
complication (which occurred) and yet she still succeeded
based on consent.
The Claimant had elective surgery to treat back and leg pain.
Pre-surgery, she had a five-minute telephone conversation
with the Defendant, in which she was advised that the surgery
carried a 90% chance of resolving her leg pain, and that there
was every chance that her back pain would settle too. She
was told that there was a 0.1% risk of nerve damage and a 2%
chance of spinal fluid leakage. This advice was followed by a
letter confirming the substance of the call.
Mr Justice Green held the Claimant would not have consented
to the surgery had she been given proper advice, and although
the surgery was not performed negligently, the Defendant was
liable. The advice materially overstated the chance of resolving
her pain, understated the risks and failed to mention the
option of having no surgery. There was also insufficient time
and space given to the doctor-patient dialogue.
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This case again makes clear that dialogue is central to the
process of obtaining informed consent. The patient must
be given adequate time and space, and dialogue should
be de-jargonised to ensure the message is conveyed in a
comprehensible manner. A signed consent form was not to be
taken as an acceptance of risk.

Tiuta International Limited (in liquidation) v
De Villiers Surveyors Limited

Supreme Court – restructuring of finance cannot be
ignored in lender claim

The Claimant provided a facility to a borrower relying on
a valuation by the Defendant valuer. A second facility was
subsequently agreed, on the basis that the sums due under the
first facility were repaid from it. Approximately £289,000 of new
money was advanced with the Claimant relying on a further
valuation by the Defendant.
The second facility was not repaid and the Claimant sought
to recover its losses from the Defendant alleging negligence in
respect of the second valuation alone.
The Defendant successfully argued in a summary judgment
application that loss should be restricted to the new money as, had
the second facility not been granted, indebtedness of over £2 million
would have remained unpaid. Loss on that amount would have
been sustained in any event. The Court of Appeal disagreed and said
the Claimant could recover its entire loss on the second facility.
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The Supreme Court allowed the Defendant’s appeal, restating
the principle that damages should reflect the difference
between the position the Claimant would have been in had
the Defendant not been negligent (the second facility would
not have been made) and the Claimant’s actual position. The
fact that the second facility was used to discharge the first did
not mean that the Court should ignore the fact that the monies
under the first facility would have been lost in any event. The
Defendant could only be liable for the loss of the new money.
How a lender structures any further lending will therefore be
crucial to the amount of recovery.
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between the position of employment and the actions of the
employee, who was put in the position to handle the data
through his employment, and it was appropriate for the
Defendant to be vicariously liable for his actions.
The imposition of vicarious liability for the deliberate criminal
actions of an employee away from the workplace and outside
working hours stretches the boundary of vicarious liability.
Businesses and their insurers should take care to ensure that
employees and contractors are properly supervised in order to
minimise the risk of harm to others.

Various Claimants v Wm Morrisons
Supermarkets Plc

Vicarious liability for the deliberate criminal actions of
an employee extended

The Claimants sought damages following the disclosure of
their personal information by an employee of the Defendant in
breach of the Data Protection Act 1998.
The Defendant was held vicariously liable for the actions of the
employee, the disclosure of the data not being disconnected
from the employee’s employment by time, place or nature
and the employee being entrusted with the data for a specific
action. The chain of events from legitimate receipt of the data
to its disclosure was unbroken and the fact that the disclosure
was made from his home and outside working hours did
not break that chain. There was also a sufficient connection
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Other developments
At a glance
64 Construction consultations: (1) 2011
Changes to Part 2 of the Housing Grants,
Construction and Regeneration Act 1996
and (2) Retention payments in the
construction industry

64 Consultation on driving offences and
penalties relating to causing death or
serious injury

64 Data Protection Act 2018 – processing data
for an ‘insurance purpose’

65 Financial Conduct Authority Business
Plan 2018/19

65 Financial Conduct Authority consultation
on SME access to the Financial
Ombudsman Service

65 Law Commission review of the UK’s legal
framework for automated vehicles

66 Noise Induced Hearing Loss update
67 Office for Product Safety and Standards
67 Pre-Action Protocol for Resolution of Package
Travel Claims

67 Solicitors Regulation Authority consultation
– Protecting the users of legal services
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Construction consultations: (1) 2011
Changes to Part 2 of the Housing Grants,
Construction and Regeneration Act 1996 and
(2) Retention payments in the construction
industry

Payment practices in the construction industry are currently
under the spotlight with two consultations published in
October 2017 and a Private Members’ Bill on retentions in the
pipeline. The high profile collapse of Carillion has only served to
intensify this focus and increase calls for change.
The first consultation is a post-implementation review of
the 2011 changes to the Housing Grants, Construction and
Regeneration Act 1996. The consultation seeks to establish
how effective those changes have been and also asks some
more general questions on the existing construction payment
and adjudication framework. The 2011 changes included
amendments to the payment provisions and allowed the use of
adjudication in oral construction contracts. Both these changes
have generated a significant body of case law. A simplification of
the payment process would be welcome but a wholesale review
seems unlikely. The risk is that minor changes could result in
further uncertainty and additional case law.
The second consultation is on the practice of cash retention
under construction contracts. It seeks views on the effectiveness
of existing prompt and fair payment measures for retentions,
the extent to which there is late and non-payment of retentions
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and the appropriateness of a cap on the proportion of
contract value that can be held in retention, and the length of
time retentions can be held. The consultation also considers
alternative mechanisms.

driving and causing death by careless driving while under the
influence of drink or drugs from 14 years to life imprisonment.
There was also significant support for creating a new offence of
causing serious injury by careless driving.

With delays in paying retentions being commonplace, there
has been a demand for change for many years. The 2017
Private Members’ Bill, the Construction Industry (Protection
of Cash Retentions) Bill, fell by the wayside when Parliament
was dissolved following the call for a general election. Peter
Aldous MP then introduced the Construction (Retention
Deposit Schemes) Bill in January 2018 which seeks to impose
a mandatory deposit scheme for cash retentions which
would be similar to the tenancy deposit scheme. The second
reading of the Bill was to be heard in June but has now been
further delayed until 26 October 2018. At the time of writing,
the Government has still not issued its findings from the
consultation on retentions or made any proposals for change.
Although it is far from clear what changes will actually be made,
it is almost certain that a change to the existing retentions
arrangements will be made in the near future.

Following recent high profile cases stemming from collisions
involving large goods vehicles, it is likely the Government will
want to increase the maximum sentences for existing motoring
offences where there is a fatality on the road and to introduce
a new one where someone is seriously injured as a result of
careless driving if legislative time allows.

Consultation on driving offences and
penalties relating to causing death or
serious injury

This consultation ended in February 2017 but the results were
updated in October 2017, showing considerable support for
increasing the maximum penalty for causing death by dangerous

Data Protection Act 2018 – processing data
for an ‘insurance purpose’

Under the General Data Protection Regulation, the only
available legal ground for processing special categories of
personal data (in most cases) for the insurance sector is consent.

In reality, this is something that can prove impossible to obtain
in a complex insurance distribution chain. There are also other
problematic issues such as whether the consent is freely given if
it is required in order to take out a policy or make a claim and
what happens to the policy or claims in the event that consent
is withdrawn.
The Association of British Insurers, Lloyd’s Market Association
and other insurance industry bodies, assisted by DAC
Beachcroft, worked with the Government on a key addition to
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the Data Protection Act 2018 which creates a new legal ground
for processing certain special categories of personal data (such
as health data) and information on criminal convictions where
such processing is necessary for an insurance purpose and is
in the substantial public interest. Importantly, this does not
exempt the insurance industry from any of the other controls
around handling such data, but it should make the placement,
underwriting, fraud prevention and claims handling process
easier by removing the requirement to obtain consent from
insureds, claimants or other third parties, in most cases.
This is an extremely positive development and demonstrates
recognition by the Government that insurance is in the
substantial public interest.

Financial Conduct Authority Business Plan
2018/19

The Financial Conduct Authority (FCA) Business Plan 2018/19,
published in April 2018, details the UK regulator’s priorities for
the next year. Perhaps the main change is the impact of the FCA’s
allocation of significant resources to Brexit on FCA activities that
are not related to EU withdrawal.
The FCA’s priorities for insurance include:
• Firms’ culture and governance. The FCA plans a broader look
at remuneration and, for general insurers, the introduction
of the Senior Managers and Certification Regime on
10 December 2018.

• Financial crime and anti-money laundering.
• Data security, resilience and outsourcing. The FCA is focusing
on firms’ resilience to cyber-attacks and technology outages.
The FCA is also looking at outsourcing where the service
provider supports many firms, so the impact of any disruption
is magnified.
• Innovation, big data, technology and competition. As well as
continuing support for innovation (for example, through the
regulatory sandbox), the FCA will review the use of big data by
firms.
• Treatment of existing customers. There are a number of themes
including publishing further views on ensuring insurance pricing
practices work well for retail customers; looking at the rules that
claims management companies need to follow when the FCA
takes over their regulation in spring 2019; considering the needs
of older customers; and looking at claims inflation.
• Implementation of the Insurance Distribution Directive.
• Wholesale insurance brokers and competition. The FCA will
publish interim findings from its market study.

Financial Conduct Authority consultation
on SME access to the Financial Ombudsman
Service

In January 2018, the Financial Conduct Authority published a
consultation paper on the access of small- and medium-sized
enterprises (SMEs) to the Financial Ombudsman Service (FOS).
The intention is to extend access to more than 80% of the
200,000 SMEs who are currently not eligible, as only a very small
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proportion of them presently take their disputes with financial
services firms to court. The World Bank estimates that taking a
dispute to court might cost an SME in the UK up to 44% of the
value of its claim.
The existing definition of an ‘eligible complainant’ includes
micro-enterprises with fewer than ten employees and a turnover
or annual balance sheet that does not exceed €2 million. The
proposal is to change the definition to include a new category of
‘small businesses’ that are too large to be ‘micro-enterprises’ but
have an annual turnover below £6.5 million, an annual balance
sheet below £5 million and fewer than 50 employees. The
eligibility threshold for charities and trusts will be expanded to
align with this definition as well. The proposals are not designed
to cover disputes where the redress sought would significantly
exceed the FOS’s binding award limit of £150,000.
The consultation closed on 22 April 2018 and a Policy
Statement is expected at the time of writing. It is anticipated
that the rules will come into effect on 1 December 2018.

Law Commission review of the UK’s legal
framework for automated vehicles

In March, the Government reaffirmed its commitment
to developing automated vehicle (AV) technologies by
commissioning a far-reaching review of the UK’s driving laws
by the Law Commission of England & Wales and the Scottish
Law Commission.
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There are still many more questions than there are answers
when it comes to the interaction of AVs with the longestablished rules of the road, especially as existing driving laws
assume a human driver with a steering wheel and manual
controls. The three-year review will see the Law Commission
take a deep dive into the UK’s driving laws and it is anticipated
that there will be an initial scoping paper by the end of this
year. Industry stakeholders should expect further consultation
on the subject in the not too distant future.
While key issues such as data and cyber security are not
in scope at this stage, the review will look to address issues
such as:
• Assessing criminal and civil liability where there is an
element of shared control between driver and machine.
• Accommodating automation within the public transport
network, and catering for the likely change in private car
usage models including consumer demand for mobility as
a service.
• New criminal offences linked to certain types of interference
with an automated vehicle, such as unauthorised
modifications that may impede safe operation.
• Ensuring the safety and protection of other road users.
Leading the Law Commission’s review in England and Wales,
Nicholas Paines QC said that British roads, already among the
safest in Europe, will be made yet safer by the advent of AV
technologies provided our laws are ready for them.
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These challenges are replicated where Unmanned Aerial Vehicles,
more commonly known as drones, are concerned. Here, the
British Standards Institute is currently developing standards to
promote the safe use of drones that will then be consulted on
before they are adopted. There is a wide acceptance that any
standards will need to be aligned at an international level.

operation at all times. This is in keeping with the Government’s
promise of agile, rolling reform to enable ‘near to market’ driver
assistance systems to be used for the benefit of consumers as the
technology develops. The Highway Code will also be amended in
places to provide guidance on the safe operation of RCP.

As the use of drones both for entertainment and commercial
purposes increases, so does the need for more stringent
regulation. In May the Air Navigation Order 2016 was duly
amended to ensure the safety of the aircraft in the UK’s airspace
and in July the Government announced a consultation proposing
policies for drone use and enforcement.

The squeeze on whiplash claims has seen a number of firms
of solicitors move to industrial disease claims, particularly noise
induced hearing loss (NIHL), as solicitors seek to maintain their fee
income in personal injury work.

Noise Induced Hearing Loss update

Alongside regulation, so too drone insurance is on the increase.
Commercial drones are already required to carry third-party
insurance in the UK, and it is widely anticipated that a range of
policies will come to market that provide for both first- and thirdparty cover, to include cover for hacking and cyber crime among
other things.

In 2017, the Civil Justice Council’s working party, chaired by
DAC Beachcroft Partner, Andrew Parker, published a report
recommending fixed recoverable costs in NIHL claims, together
with changes to the pre-action process which will require claimants
to provide more information at the time claims are intimated,
including an audiogram demonstrating that they have developed
NIHL. The report recommends the use of standard directions in
litigation, including separate trials on limitation where appropriate.

Finally, in June, the Department for Transport made the necessary
changes to Regulation 110 of the Road Vehicles (Construction
and Use) Regulations 1986 to enable remote control parking
(RCP) to be used legally, following a period of consultation.
Regulation 110, which outlaws the use of handheld mobile
devices while in control of a vehicle, now specifies RCP as a lawful
exception, although the user must remain in full control of the

While the scope to recover damages and costs for NIHL may be
under scrutiny, in Goldscheider v Royal Opera House Covent Garden
Foundation (2018) the Claimant recovered damages for the
acoustic shock suffered during rehearsals of Wagner’s Ring Cycle.
The threshold at which acoustic shock may cause injury remains
to be confirmed, but this success may see claims presented by
other musicians and employees of entertainment venues.
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Office for Product Safety and Standards

The new Office for Product Safety and Standards (OPSS) was
launched in 2017. The OPSS acts as a policy and agenda-setting body,
sitting above but not replacing locally based regulators: enforcement
of product safety remains with Local Authority Trading Standards
departments.
The OPSS has introduced a new Code of Practice for product safety
recalls. The Code is not mandatory but following the Code offers
business the means to demonstrate compliance with product
safety legislation.
The Code also focuses on increasing traceability and tracking
emerging product safety issues. Field quality complaints can often
be the first sign of potential trouble ahead. The Code should also
provide greater predictability about how regulators will react and
encouragement for Primary Authority relationships. These enable
businesses to partner with a Local Authority to gain assured
regulatory advice and legal confirmations which can be relied upon.
The formation of the OPSS and greater use of Primary Authority
arrangements could be the springboard for greater consistency in the
application of product safety laws and best practice.
Whether businesses will embrace the more joined up approach
offered by the OPSS may depend on how effectively the new Code is
communicated as an effective business tool, driving compliance and
mitigating risk, offering business greater certainty about enforcement.

Pre-Action Protocol for Resolution of
Package Travel Claims

Following the creation of this new Pre-Action Protocol, the
fixed costs applicable to public liability claims will apply to
claims for gastric illness contracted on package holidays.
The Pre-Action Protocol does not require claims to
be submitted through a Portal, but instead sees them
commenced by letters of claim and will apply where “no letter
of claim was sent before 7 May 2018”. Taking into account
the fact that many claims require investigations overseas,
defendants have 42 days in which to acknowledge claims
(rather than 21) and six months (instead of three) in which to
respond on liability.
Concern at the exploitation of this type of claim by fraudsters
has seen the Protocol provide that claimants must provide the
booking reference for their holiday when presenting the claim,
and, unlike the position for other claims proceeding within the
Portal, experts should be jointly selected and the defendant
can raise questions of the expert on whose evidence the
claimant relies.
The extension of fixed costs and introduction of the PreAction Protocol will clearly reduce the overall cost of claims
for travel sickness and we may now see the volume of such
claims fall.
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Solicitors Regulation Authority consultation
– Protecting the users of legal services

The Solicitors Regulation Authority (SRA) has once again
proposed a significant scaling back of the scope of the
compulsory layer of professional indemnity insurance for
solicitors in private practice in England and Wales. Its main
objective is to reduce the cost of practising, particularly for small
firms of solicitors, following calls from the UK Competition and
Markets Authority to make the market in legal services more
open and competitive.
The SRA proposals include reducing the minimum cover
from the current £2 million (£3 million for incorporated
practices) to £500,000, or £1 million for firms requiring cover
for conveyancing. It also proposes excluding businesses with a
turnover of more than £2 million from the compulsory cover,
and capping run-off cover.
Many have questioned whether these measures will materially
reduce premiums, given that currently most claims fall within
the proposed new limits. In any event, many solicitors’ firms
are expected to buy top-up cover to at least the level of the
current minimum levels, which is likely to cancel out any possible
financial benefit while adding complication and cost to the
process. It is also worth remembering that a similar proposal to
reduce the minimum level of cover was rejected by the Legal
Services Board in 2014. There must therefore be some doubt as to
whether the proposals will be approved in full this time around.
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Procedure, costs and funding

The changing face of insurance is the over-arching theme for
this year’s report. Change has been a recurrent theme in the
context of our civil justice system in England and Wales since
Lord Woolf was appointed in 1994 to carry out a review with a
view to improving access to justice. The litigation landscape has
changed dramatically in the last five years with the introduction
of the ‘Jackson reforms’ and further significant developments are
on the horizon. The focus in the last year has been more one of
evolution than of revolution, but work continues on providing
access to justice at proportionate cost and creating a modern civil
legal system that remains at the forefront of the international field.

was accordingly set up in May 2016 to consider the current
regime and how to encourage a more proportionate approach.

In this section, we first look at some of the general and widereaching reforms that are taking place. We then consider a
selection of more specific developments in relation to funding,
costs and civil procedure. Some topics, such as the Civil Liability Bill,
which will bring important changes to the whiplash claims process
and the way in which the discount rate is calculated, have already
been covered earlier in this report and are not repeated here.

The working group concluded that a wholesale cultural change
is needed, in order to achieve proportionate disclosure with no
distinction between paper and electronic data, and that this can
only be achieved by a completely new rule and guidelines. The
working group has recommended a mandatory two-year pilot in
the Business and Property Courts.

General areas
of reform
Disclosure
An area where the Jackson reforms do not appear to be working
is in respect of disclosure. There has been widespread concern
that the cost of disclosure remains disproportionately high,
particularly in commercial cases. A disclosure working group

The working group found that the volume of data that fell
to be disclosed has vastly increased, often to unmanageable
proportions. Further, the menu of disclosure options established
as part of the Jackson reforms was rarely used by the parties
or the courts, with standard disclosure remaining the default
position. The current system, which was conceptually based
on paper disclosure, is not fit for purpose when dealing with
electronic disclosure.

The proposed new rule provides for basic disclosure of key limited
documents with the statements of case. A disclosure review
would then take place before the case management conference
(CMC), during which a list of issues would be prepared. At the
CMC, the judge would then consider which of five extended
disclosure models should apply to which issue. The models
range from no disclosure for a particular issue to the widest form
of train of enquiry disclosure. If adopted, this would provide a
flexible and hopefully proportionate approach to disclosure.

At the time of writing, the pilot scheme has been approved
in principle by the Civil Procedure Rule Committee and the
detailed wording of the Practice Direction is expected to
be agreed at the July meeting. It is envisaged that the pilot
scheme will operate from 1 January 2019 in the Business and
Property Courts.
Fixed costs
In his report, Review of Civil Litigation Costs: Supplemental Report,
Fixed Recoverable Costs, Sir Rupert (then Lord Justice) Jackson
recommended that a fixed recoverable costs regime should
apply to all claims in the fast track. He has proposed a fixed
costs grid divided into four bands based on the complexity of
the case. In addition, he recommended the introduction of an
intermediate track for claims between £25,000 and £100,000
which would also operate on a fixed recoverable costs basis.
This vertical extension was somewhat less than might have
been expected as Jackson LJ’s initial suggestion had been a single
fixed costs grid for all multi-track claims up to £250,000.
Since the report was published on 31 July 2017, the
Government has been considering the recommendations and
the best way forward. At the time of writing, we are awaiting
the Ministry of Justice’s response and consultation.
The report also endorsed the report published by the Civil
Justice Council (CJC) recommending a table of fixed recoverable
costs for noise induced hearing loss (NIHL) claims. The report
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sets out the agreement reached by the CJC’s working party,
chaired by DAC Beachcroft Partner, Andrew Parker, on the level
of fixed costs, both pre- and post-issue, for routine fast track
NIHL claims involving up to three defendants (which represent
the majority of all NIHL claims).
The report has been submitted to the Ministry of Justice with a
recommendation that its findings should be adopted as part of
the wider review of fixed costs.
Separately, the Department of Health had also published a
consultation paper on fixed recoverable costs in respect of
clinical negligence claims. Sir Rupert Jackson saw this proposal
as a step in the right direction, but called for a consensus
approach to improving the claims process and setting the level
of costs. In accordance with his recommendation, a working
group of the CJC was established in February 2018 at the joint
request of the Department of Health and Social Care and the
Ministry of Justice. This is again chaired by Andrew Parker. A
report providing recommendations for a fixed recoverable costs
regime for clinical negligence claims of a value up to £25,000 is
expected at the end of this year.
Digital reforms
The rise in the number of litigants in person and the growth of
the digital economy are just two factors affecting the demands
made on our justice system. To meet those demands, digital
reform is required. This is taking many forms.

There is the use of CE-File, an electronic filing and case
management system, in the courts based in the Rolls Building in
London. This has now been compulsory for represented parties
since April 2017 and appears to be working well. Although it
currently still remains optional for litigants in person, published
statistics suggest that use by litigants in person is increasing with
only 6% of total cases being issued by post since the system
became mandatory for professional users. The intention is to
roll out CE-File to the regional Business and Property Courts
once the necessary infrastructure is in place.
A more radical proposal was that made by Briggs LJ in July 2016,
as part of the Civil Courts Structure Review, for a single online
court. The Government decided against a single court for civil,
family and tribunal claims with common procedural rules. It is
now envisaged that the separate jurisdictions will remain but
will be accessed via a single platform. There is to be a new online
procedure rules committee, which will draft new rules for the
Online Court in simple language capable of being understood
by litigants in person. As far as possible the rules should be
common to the three jurisdictions.
The civil money claims project is a pilot launched in August
2017 which will continue until November 2019. Until April
2018, when it progressed to the public beta phase, the Online
Court Pilot was only available to invited claimants. It enables a
claimant with a County Court claim for up to £10,000 to issue
online. Although served by the court in a traditional paper-
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based way, the defendant has the option to respond online.
This project is clearly at an early stage but satisfaction ratings in
the private beta phase were good. Other pilot online schemes
currently operating include those for probate and uncontested
divorce claims.
Despite this progress, there are concerns that the £1.2 billion
court modernisation programme is not going to plan. A recent
progress report from the National Audit Office indicated
that, 18 months into the project, less than two-thirds of
expected outcomes had been achieved. The programme has
already been extended by two years although the budget
remains unchanged.
Delegation of judicial functions
An increased use of case officers is frequently referred to in
reform documents, including Briggs LJ’s review. The intention
has been that more routine work should be delegated to nonjudicial staff but, according to the minutes of the Civil Procedure
Rule Committee in March this year, little progress has been
made. However, at the end of May 2018, the Ministry of Justice
published the Courts and Tribunals (Judiciary and Functions of
Staff) Bill, which includes provisions to enable the more flexible
deployment of judges and to authorise court and tribunal staff
to exercise judicial functions. The Bill is described as “the first
step in legislation to modernise courts and tribunals across the
country”. It will be just a first step, but may help to improve
efficiency and target judges’ time where it is most needed.
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Post-implementation review of LASPO
Five years after the majority of the reforms under Part 2 of the
Legal Aid, Sentencing and Punishment of Offenders Act 2012
(LASPO) came into effect, the Government has announced
that it will carry out a post-implementation review this year. The
review will consider the impact of the reforms on civil litigation
funding and costs and whether they have achieved the aims of
reducing civil litigation costs overall and rebalancing the costs
liabilities between claimants and defendants, while ensuring
that valid claims can still be brought.
The Government’s initial assessment is that stakeholders have
adapted well to the reforms and that they are generally working
well. A survey was published at the end of June 2018 seeking
views on the abolition of the recovery of success fees under
conditional fee agreements and after the event insurance
premiums, Qualified One Way Costs Shifting, the introduction
of Damages Based Agreements, the Part 36 regime and the
ban on referral fees. A report by the Ministry of Justice on its
findings is expected later in 2018.
Small claims track limit
Alongside the whiplash reforms in the Civil Liability Bill, the
Government has proposed an increase in the small claims limit
for road traffic accident related personal injury claims to £5,000
and for all other personal injury claims to £2,000. However, the
Justice Select Committee has reported that the proposal will
create significant access to justice concerns and recommends

that the current £1,000 limit should only be increased to around
£1,500 to reflect inflation. The Committee concluded that it
would be “illogical” to introduce further reforms, including
proposals for the small claims limit, before the post-legislative
review of Part 2 of LASPO had been concluded. In response,
the Government has accepted the recommendation to delay
implementation and is now working to a new date of April
2020. However, the Government remains of the view that it is
appropriate to increase the small claim track limit for personal
injury claims to £2,000 and for road traffic accident personal
injury claims to £5,000. The limit for most other claims is £10,000.
Alternative Dispute Resolution
In 2016, an expert working party was set up to review current
approaches to Alternative Dispute Resolution (ADR) and to
consider how its use could be more effectively encouraged. An
interim report was published in October 2017 which included
a recommendation to consider the possibility of mandatory
pre-action ADR. This has always been a contentious proposal,
but the working party thought that now was the right time to
reconsider it.

Funding
Third-party funding (TPF), where funders typically pay the legal
fees and expenses involved in pursuing litigation or arbitration
in exchange for a stake in the claim, is a popular choice for many
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claimants. This rapidly expanding market has seen growth fuelled by
highly sophisticated investors, such as private equity firms and hedge
funders, investing in groups of cases on a portfolio basis.
The growth in group and representative actions in the UK
has helped feed the funders’ ever-increasing appetite for new
cases to back. Group Litigation Orders, which allow courts to
manage numerous separate claims that give rise to “common
or related issues of fact or law”, and the new opt-out collective
redress regime for competition infringement claims, introduced
by the Consumer Rights Act 2015, have encouraged more
representative actions. Growth is expected to be fuelled
further by the General Data Protection Regulation, which gives
consumers a statutory platform to bring representative claims
for data breaches, and further still if the EU introduces (and the
UK implements) its proposal to allow consumers affected by
unfair commercial practices to launch collective representative
actions in member states.
The use of TPF to fund claims brought by insolvency practitioners
is also a growing area. Since 2016, insolvency claims are no
longer exempt from LASPO’s abolition of the recoverability of
success fees and ‘after the event’ insurance premiums in cases
with conditional fee agreements. Insolvency practitioners have
therefore had to consider alternative funding models such as TPF.
Will the TPF market in the UK contract with Brexit looming?
Only time will tell but many funders are expecting an increase
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in litigation as the UK tries to weather the storm of economic
uncertainty and, with less finance readily available, businesses
may increasingly turn to TPF to pursue claims. London’s
reputation as a major international dispute resolution hub
also means it is likely to remain very attractive to funders and
international litigators post Brexit.
Despite calls to impose statutory regulation on the TPF market,
following concerns over lack of transparency in the funding
process and disproportionate returns flowing back to funders, the
Government has shied away from this, preferring instead the current
system where funders can choose to subscribe to the Association of
Litigation Funders’ voluntary code of conduct. This absence of formal
regulation is perhaps further reason why the UK TPF market is likely
to remain buoyant for the foreseeable future.
Before the Event (BTE) insurance, a policy bought to cover legal
costs in disputes, is expected to be given greater prominence
this year. A working group set up by the Civil Justice Council
published its report in November 2017 following a
comprehensive study on the role this insurance may play in
enhancing access to justice. The aim was to assist policy makers
and commercial entities in the improvement and development
of BTE products and services for consumers.
The working party found that BTE plays an important role in the
current legal landscape, but there is a lack of awareness within
consumer and business markets that BTE exists and an under-

appreciation that it may be included in home and contents
policies, for example. It noted that a public advertising campaign
promoting the value of BTE and the Government taking a greater
role in raising awareness could lead to its greater use.
Damages Based Agreements (DBA), a form of no win no fee
agreement in which a successful lawyer’s fee is calculated as
a percentage of any damages recovered by the client, have
remained unpopular with lawyers. There have been calls to
allow hybrid DBAs, that is a DBA with a concurrent private
funding arrangement. No action has been taken to improve
take-up following the CJC’s report and recommendations in
September 2015. The Government has now stated that it will
consider its next steps in the context of the findings from the
current post-implementation review of Part 2 of LASPO.

Costs
Proportionality test
For cases commenced after April 2013, work carried out after
that date that is necessary may not be proportionate. Costs
are proportionate if they bear a reasonable relationship to the
sums in issue, the complexity of the litigation and any wider
factors involved in the proceedings such as reputation or public
importance. Unfortunately, the hoped-for guidance from the
Court of Appeal on the new test of proportionality did not
materialise in BNM v MGN Ltd (2017). On detailed assessment,
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the Senior Costs Judge had reduced costs claimed by about half
as, although they had been allowed as reasonable, they were
disproportionate. He also concluded that the new test should
apply to the additional liabilities (success fee and ATE premium).
However, the Court of Appeal held that the old proportionality
test applied to pre-commencement and recoverable additional
liabilities and declined to give guidance on the application of
the new test.
In May and another v Wavell Group Ltd (2017), the judge on
appeal increased the amount awarded by the costs judge and
placed more focus on the reasonableness of the sums claimed.
With permission to appeal to the Court of Appeal having
been refused, another opportunity for guidance to be given on
the correct application of the proportionality test has now
been lost.
It has been suggested that as the proportionality test is a matter
of court discretion, predictability and consistency cannot be
expected. It does, however, increase the uncertainty of costs
recovery.
Costs budgets
It has been established that good reason is needed before
a court can depart from a receiving party’s last approved or
agreed costs budget. However, there have been conflicting
authorities on whether a reduction in hourly rates for incurred
costs at a detailed assessment amounts to a good reason to
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depart from the costs budget for estimated costs. Two recent
decisions, Jallow v Ministry of Defence (2018) and Nash v Ministry
of Defence (2018), have stated that a reduction in hourly rates for
the incurred costs element of a costs budget did not amount to
a “good reason”.

party costs order against the insurers. At first instance, the
judge held that the insurers’ continued involvement in the
defence of the uninsured claims justified the non-party costs
order. The Court of Appeal confirmed that the circumstances
of the case were exceptional and it was just to make the order.

Direct offers
In Gavin Edmondson Solicitors Ltd v Haven Insurance Co Ltd
(2018), the Supreme Court has confirmed that, where a road
traffic injury claim is presented through the Portal by a solicitor,
the defendant’s insurer may not avoid a liability for costs
by negotiating directly with the claimant. The Law Society
intervened in the proceedings and has now advised solicitors
to consider taking action against insurers who settled personal
injury claims directly with their clients without paying their fees.
See further under Cases.

Electronic bill of costs
A new electronic format for a bill of costs has been introduced
for detailed assessments in the Senior Courts Costs Office and
in the County Court for work carried out from 6 April 2018. The
intention is that electronic bills should be easier and cheaper to
prepare and provide more transparency of the detail of costs
being claimed.

Non-party costs orders
Liability insurers’ appeal against an order to pay non-party
costs has been dismissed in Travelers Insurance Co Ltd v XYZ
(2018). Some of the claims made against the insured in group
litigation were insured, but some were not. However, the
solicitors jointly retained by the insurers and the insured had
advised the insured not to disclose the lack of insurance.
A settlement was reached with the insured Claimants. The
uninsured Claimants obtained judgment in default against
the insured. With the insured having entered insolvent
administration, the uninsured Claimants applied for a third-

The Business and Property Courts
The Business and Property Courts of England and Wales
came into operation on 2 October 2017. They operate as a
single umbrella for the specialist civil courts and the lists of
the Chancery Division. Initially operating in London,
Birmingham, Bristol, Cardiff, Leeds and Manchester, they
have already expanded to Liverpool and Newcastle. There
is said to be a ‘super-highway’ between the Business and
Property Courts at the Rolls Building and those in the regions.
There is a clear desire to try and ensure that more work is
handled in the regions.

Procedure
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Pre-Action Protocol for Resolution of Package
Travel Claims
The Pre-Action Protocol for the Resolution of Package
Travel Claims and a fixed recoverable costs regime for
claims for gastric illness contracted on package holidays
have been introduced for claims in which no letter of claim
was sent before 7 May 2018. This step has been taken as
part of the Government’s commitment to tackle the rise in
fraudulent holiday sickness claims. See further under Other
Developments.
Hot-tubbing
In November 2017, the Practice Direction on Experts and
Assessors was amended to allow the court to make an order
for hot-tubbing (the giving of expert evidence concurrently).
Litigants in person
The number of litigants in person is increasing. However, in
the case of Barton v Wright Hassall LLP (2018), which involved
the defective service of a claim form, the Supreme Court
declined to grant the unrepresented Claimant any leeway. It
held that although a lack of representation will often justify
the judge making allowances in case management decisions
and in the conducting of hearings, it will not usually justify a
lower standard of compliance with the Civil Procedure Rules
or orders of the court. The rules do not distinguish between
represented and unrepresented parties.
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Adjudication – professional negligence
After two pilot schemes, the Pre-Action Protocol for Professional
Negligence has been amended to encourage the parties to all
non-medical professional negligence disputes to consider the
use of adjudication. Based on the statutory scheme that applies
to all construction contracts, this new adjudication scheme
is intended to produce a quicker and cheaper resolution of
disputes with a reasoned written decision being given within 56
days of the appointment of the adjudicator and payment due
21 days after the decision. Although similar to the construction
scheme, there are important differences; perhaps the most
important is that the professional negligence adjudication
scheme is voluntary and both parties must agree to use it. The
parties must also agree whether the decision is to be binding or
whether it is only to be binding pending final determination by
legal proceedings.

Farewell
Finally, this year has seen the retirement from the Court of Appeal
of Sir Rupert Jackson, widely regarded as the architect of change
of our civil justice system. He will be missed, but the work of civil
justice reform will continue unabated.
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